
Cheryl K. Davis, Author

DIGITAL 
COMPETENCY 
IN THE WATER 

INDUSTRY  
Skills Required for Mission-Critical Jobs

Cheryl K. Davis, Author



The purpose of this report 
is to address the issue 
of digital competency in 
the water industry, which 
increasingly relies on use 
of digital business and 
operational tools to provide 
reliable water services.  

Although the focus of this research was 
three mission-critical jobs in the water 
industry (water treatment operator, 
wastewater treatment operator, and 
instrumentation and control staff), both the 
logic of the analysis and the data collection 
templates used could be usefully applied to 
other job categories.
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KEY FINDINGS AND 
RECOMMENDATIONS 

Assessment of the degree and type of digital literacy 
required for mission-critical skilled trades jobs in the water 
industry should include consideration of the following:  

4

• Digital business tools (e.g., e-mail, Word, and Excel spreadsheets)
• Direct use of digital operations tools (e.g., asset management systems)
• Indirect use of digital operations tools.

• Maintenance of the analog and digital devices required to produce data to support the
documentation, analysis, and control functions of digital operational tools.
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Ability to use digital business tools (such as e-mail, creation of documents in Word, creation of 
Excel spreadsheets, and adding and retrieving documents from digital files) is valuable at the 
journey level for water/wastewater treatment operators and instrumentation and control staff; in 
some utilities, these skills are required for journey-level jobs.  Ability to use more advanced tools 
(e.g., PowerPoint) is valuable for career advancement and effective collaboration with colleagues 
to define and achieve shared operational goals. 

Key Findings and Recommendations 
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Water and wastewater treatment operators make direct use of 
operational digital systems that are essential to water and wastewater  
treatment (e.g., Supervisory Control and Data Acquisition systems) 
and maintenance of water and wastewater facilities (e.g., asset 
management systems).  The breadth and complexity of the digital tools 
used by water and wastewater treatment operators varies by utility, 
and sometimes within different components of a utility.  The capacity of 
water and wastewater treatment operators to participate in operations 
planning is also affected by their ability to benefit from and contribute 
to the use of operational digital tools managed by others (e.g., hydraulic 
modeling systems maintained by engineers). 

Key Findings and Recommendations 
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Instrumentation and control staff (electronic maintenance technicians and instrument 
technicians) also input data into operational digital tools.  Asset management systems that 
record maintenance needs and maintenance work performed are frequently used by staff in this 
skilled trade category.  Instrumentation and control staff may also make use of data from SCADA 
systems as they trouble-shoot equipment issues. In some utilities, instrumentation and control 
staff also program digital devices (e.g., programmable logic controllers).

A key finding is the pivotal role played by instrumentation and control staff in installing, 
calibrating, repairing, and replacing analog and digital devices that collect data for operational 
digital systems. The integrity and reliability of the data collected by analog and digital devices 
is critical to the ability of utilities to make effective use of systems (e.g., SCADA) they rely on 
to monitor and control water supply, distribution, and treatment functions. Since utilities and 
regulators increasingly rely on data from sensors to inform decision-making, the water industry’s 
dependence on the knowledge and skills of instrumentation and control staff is significant in 
terms of both candidate development (developing, recruiting, and retaining qualified candidates) 
and the  training provided to utility employees. 
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This research failed to locate clear metrics on the level of proficiency in reading, math, science, 
and analytical capacity required in order for students to successfully use and support digital tools. 
However, there was general agreement that many students graduate from high school without 
the level of reading, math, science, and analytical capacity required. Tutoring programs provided 
by community colleges to improve student skills in these areas are often insufficient to address the 
needs of high school graduates who are inadequately prepared to benefit from technical training 
in water treatment, wastewater treatment, or instrumentation and control work.  

One community college instructor noted that approximately 20% of the students who enrolled 
in their water/wastewater curriculum dropped out because they lacked the math skills required.  
Similarly, managers familiar with the work of instrumentation and control staff who supported 
wastewater operations in their utility observed that these staff members needed sufficient reading 
skill to interpret a technical operations manual,  and at least 12th grade level math skills. In their 
utility, instrumentation and control staff   were required to perform tasks that required geometry,  
trigonometry, dimensional analysis, unit conversions (e.g., the ability to convert water level into
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The importance of analytical 
skills was stressed by both 
utility staff & community 
college instructors.

“

a volume of water), and basic physics.  Some understanding of chemistry was also needed for 
instrumentation and control staff whose work supported wastewater treatment processes.

The importance of analytical skills was stressed by both utility staff and community college 
instructors. The ability to interpret and make beneficial use of data was recognized as central to 
effective use of tools like Supervisory Control and Data Acquisition (SCADA) Systems and Excel 
spreadsheets. Analytical skills will also be required in order for staff to identify areas in which 
artificial intelligence/collective intelligence can provide useful new data,  and in order for them to 
integrate this data into decision-making. 

Additional research to define the reading, math, science, and analytical skills needed by water/
wastewater treatment operators and instrumentation and control staff could be beneficial. Given 
the industry’s increasing commitment to addressing issues of diversity, equity, and inclusion, it 
is important to address the reality that many school systems award high school diplomas to 
students who are not fully prepared for technical training.  More precise definitions of the type 
and levels of skills needed could support the development of high school, community college, and 
union programs that adequately prepare students for skilled trades jobs.  

Key Findings and Recommendations 
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Community college curriculums generally include training in use of digital business systems (e.g., 
the Microsoft Office Suite). However, these courses are usually generic rather than integrated 
into the training programs for water/wastewater treatment operators and instrumentation and 
control staff. Proficiency in use of digital business systems was not required for completion of any 
of the community college training programs for water/wastewater treatment operators studied in 
connection with this research project.   

Research on actual business practices in utilities today indicates that curriculum for community 
college water/wastewater training programs should include exposure to basic digital business 
tools, as well as the primary technical digital tools (SCADA and asset management systems) used 
to monitor and control water and wastewater treatment.   

Similarly, the research findings indicate that the  required curriculum for community college 
instrumentation and control programs should include exposure to basic digital business tools, 
as well as asset management systems.  Training on installation, calibration, maintenance, and 
removal of analog and digital hardware such as sensors, transmitters, and programmable logic 
controllers should address their relationship to the digital systems that monitor and control 
operations. 

Key Findings and Recommendations 
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Utility recruitment for water/wastewater 
treatment operators and instrumentation 
and control staff should take into 
consideration that many other industries 
(e.g., manufacturing) also require digital 
skills.  For example, utilities may benefit 
from participating in job fairs and other 
recruitment efforts associated with 
multiple industries rather than the water 
industry alone. 

Community college training on use of digital operational tools tends to be limited in terms of (1) the 
depth of information provided and (2) opportunities for hands-on experience with these systems 
or the digital and analog devices that support them. Demonstrations by trained practitioners are 
an important addition to theoretical presentations on how digital tools and the analog and digital 
tools that support them are used.  Utilities can increase the digital preparedness of individuals 
entering the water industry by supporting facility tours, internships, pre-apprenticeships, operator-
in-training programs, and apprenticeships. 
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Utilities’ candidate development process should include an assessment of applicants’ 
preparedness to use both business and operational digital tools, so that additional training can 
be provided to new employees as needed.  

Utilities should analyze and document the digital skills (in terms of both business and operational 
systems) needed in order for water/wastewater operators and instrumentation and control staff 
in their utilities to support the utility in making full use of business and operational digital tools 
currently in use, as well as digital tools the utility is considering for the future. 

Based on this assessment, utilities should evaluate whether the on-the-job digital training they 
are providing to current employees adequately prepares them for current and expanding digital 
responsibilities. 

Utility selection of new digital tools should take into account staff preparedness to use the 
tools, and adequate training (either in-house or through use of consultants and outside training 
providers) should be provided as new digital tools are implemented.  Because of the constantly 
shifting nature of the digital tools used, digital training should be considered an ongoing process 
for skilled trades workers in these job categories. 

12
Consideration should be given to whether processes for certifying water/wastewater treatment 
operators should include some testing of the ability to understand and use key digital tools required 
for performance of the work. 
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JVS (Jewish Vocational Service) 

is committed to helping students, the 

unemployed, and the under-employed (and 

particularly those who are disadvantaged in the 

workplace, such as individuals from communities of color) 

find and thrive in jobs that are economically viable, socially productive, 

and environmentally sound. Skilled trades in the water industry have been an area of 

particular focus for JVS because these jobs are often well-paid, secure, difficult to out-source, 

and frequently do not require a college degree. JVS and BAYWORK, a regional consortium 

of water and wastewater utilities in the San Francisco Bay Area that focuses on workforce 

reliability, collaborate to help build career paths into skilled trades jobs in the water industry. 

Building career paths from disadvantaged and diverse communities includes defining both 

the technical training required and the core skills needed in order for students to successfully 

complete this technical training. The fact that formal educational requirements for skilled 

trades jobs are often limited to a high school degree is sometimes misinterpreted to mean that 

skilled trades require limited knowledge, skills, and capabilities. Skilled trades jobs have always 

required specialized knowledge and skills (such as those taught in union apprenticeship 

BACKGROUND
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programs). Expanding use of digital tools to support 

all aspects of the work of water and wastewater 

utilities is further increasing the breadth of the 

knowledge and skills required in order for skilled 

trades workers to contribute and be successful in 

water utilities today. 

The increasing importance of digital tools in the 

water industry was highlighted by a recent White 

Paper published by BAYWORK: The Digital Worker:  

Using Digital Tools to Deliver Water Services 

(available on-line at baywork.org/Baywork-DigitalWorker.pdf). This report, which reflected 

input from an advisory committee that included staff from water utilities, water professional 

organizations, and consulting companies from across the United States and Canada, noted 

that “The water industry is experiencing significant turnover of staff at a time when many Baby 

Boomers are leaving the workforce and the need for digital skills is at an all-time high. This 

demographic transition offers an opportunity for the water industry to take advantage of the 

familiarity of younger workers with digital tools.”

The chapter on Developing Qualified Candidates for Digital Jobs also acknowledged a number 

of challenges: 

• Information provided on digital tools in community college training programs for water/

wastewater operators and instrumentation and control staff is often limited.

• Training organizations may not have access to the software and  hardware required in

order for students to become familiar with digital tools; and

• Training organizations may not offer internship, apprenticeship, or other on-site learning

opportunities to help students learn to use digital tools.
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The White Paper recommended that the water industry collaborate with academic institutions, 

trade organizations, and other partners to promote awareness of the digital tools and processes 

that skilled trades workers in different job 

classifications use today, as well as those 

they will be expected to use in the future. 

The report noted that because of the 

expense of purchasing and maintaining 

hardware, software, and sensors, utilities 

could not assume that community colleges 

or union training programs would have 

sufficient resources to address all job-

specific digital training needs.  Instead, the 

report recommended development of more 

opportunities for on-site learning, such as 

student internships, pre-apprenticeships, and apprenticeships. (The chapter on Preparing 

Qualified Candidates for Digital Jobs from the BAYWORK report on The Digital Worker:  Using 

Digital Tools to Deliver Water Services is Attachment I to this report). 

The White Paper also identified Possible Next Steps the water industry might take to address 

digital workforce challenges. (Attachment II to this report). A primary recommendation in 

relation to development of qualified candidates for skilled trades work was to define the digital 

competencies required to perform the work: 

“An analysis should be conducted of the digital competencies now required for employees 

in mission-critical jobs (e.g., water treatment operator, wastewater treatment operator, 

wastewater collections operator, water distribution operator, electrician, electronic maintenance 

technician/instrument technician, machinist, or engineers) to perform their work effectively.” 

“This should also include an assessment of the digital skills training currently offered in the 
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region’s high schools, community colleges, unions, and other training organizations that 

are preparing students for work in IT, engineering, or skilled trades jobs (e.g., electronics 

maintenance technician, water treatment operator, or wastewater treatment operator). These 

recommendations reflect the growing awareness that digital software and hardware are critical 

components of water and wastewater delivery, and that digital competency is required in order 

for utilities to provide reliable service.  However, the generic term “digital competency” can blur 

the reality that staff in different job categories 

require different digital skills.”

This report focuses on the digital competencies 

required for three job categories that have been 

defined as mission-critical by BAYWORK:  water 

treatment operators, wastewater treatment 

operators, and instrumentation and control 

staff (electronic maintenance technicians and 

instrument technicians). Although the report 

focuses on these job categories and the San 

Francisco Bay Area, the research is based on an 

analytical model that could be usefully applied to 

other job categories and other geographical areas. 

The findings of this report are based on in-depth 

interviews with (1) water/wastewater utility 

staff who perform, supervise, or work closely with staff in the job categories defined, and (2) 

community college faculty who help prepare students for those jobs.  Findings reflect input from 

seven utilities (five from the San Francisco Bay Area), as well as community colleges in the San 

Francisco Bay Area. These interviews provided valuable information on the impact and
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implications of digital tools on the work of 

these skilled trades classifications, as well 

as insights into the training needs of both 

students and utility employees.  Since the 

adjunct professors who teach community 

college courses on water and wastewater 

treatment are often also full-time staff 

members of water and wastewater utilities, 

some individuals interviewed were able to 

provide information about both the digital 

skills needed for operations and the training 

available through Bay Area community 

colleges.  Utility and community college 

staff members who contributed to this 

research are listed in Attachment III to this report. Their generosity in sharing their time and their 

knowledge was notable and much appreciated.

17

BACKGROUND



FINDINGS

This report provides information 

in the following areas: 

• The digital tools that water/wastewater treatment

operators and instrumentation and control staff need to be

able to use in order to do their work effectively, the analog and

digital tools that instrumentation and control staff need to maintain and support to

provide reliable data for digital operational systems, and insights about the core reading,

math, science, and analytical skills required in order for skilled trades workers to use and

support digital tools effectively.

• Learning opportunities (coursework as well as on-site experience) offered by community

colleges in the San Francisco Bay Area to prepare students to use digital tools and

support the analog and digital equipment required to support digital operation systems;

and

• The templates used to collect information in the areas above.
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A. Use and Support of Digital Tools by Water/Wastewater Treatment Operators and

Instrumentation and Control Staff.

Utilities vary in the degree to which water/wastewater treatment operators and staff who 

perform instrumentation and control work are required to use digital tools, and the specific tools 

used in different utilities. However, 

research resulted in several general 

findings about use of digital tools by 

staff in these job categories in the 

utilities surveyed: 

One significant finding of the analysis 

was that staff members in these job 

categories need to be able to use 

digital business tools. Even entry-

level workers need to be able to use 

e-mail and create word documents,

as this is now integral to business

communication. Since effective water and wastewater treatment relies so heavily on continuous

data analysis, journey-level water/wastewater treatment operators may be expected to create

and use Excel spreadsheets for analysis of data. Treatment operators and instrumentation and

control staff are often expected to be able to store and access documents in utility information

storage systems, and perform research using the internet.  Expanding levels of responsibility

often require staff to use tools like PowerPoint (for presentations and staff training) and Visio

(to prepare process maps).   A key finding of this study was that preparation programs for these

mission-critical skilled trades should include exposure to the business tools that will be required

for both journey-level work and career advancement.
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Water/wastewater treatment operators need to use, either directly or indirectly, a wide range 

of digital technical tools.  Supervisory Control and Data Acquisition (SCADA) systems are used 

for monitoring and management of water collection, transmission, treatment, and discharge 

functions. Asset management and maintenance (work order) systems are used to document 

maintenance needs, recording work performed, and predicting future maintenance and 

replacement needs.  Geographic information systems provide valuable support to operators in 

utilities where they are effectively used.

Water/wastewater 
treatment operators need 
to use, either directly or 
indirectly, a wide range of 
digital technical tools.  

“
Instrumentation and control staff may also use information from these systems indirectly (e.g., 

by using information from SCADA to support trouble-shooting on the digital devices that 

feed data into the SCADA system). Water/wastewater operators also make indirect use of 

many systems that are operated by others, such as water quality (LIMS) information systems 

managed by water quality experts and hydraulic and hydrological modeling performed by 

engineers. In many cases, the ability of a utility to obtain the full benefit of a tool relies on input 

from water/wastewater treatment operators (such as their suggestions for analyses to be 

performed, and their ability to make use of analytical results to modify their operations). 

In small utilities, staff who perform instrumentation and control work sometimes do not use 

digital operational tools directly.  In larger utilities, staff in these job categories generally used
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asset management and maintenance tools (work order systems) that identified maintenance 

needs and documented maintenance work performed. The level of direct involvement with 

digital tools varied widely from utility to utility.  For example, in some utilities, instrumentation 

and control staff are involved in programming programmable logic controllers, or making 

changes and enhancements to SCADA 

software. 

While the range of digital tools directly used 

by electronic maintenance technicians and 

instrument technicians was often more 

limited than the range of digital tools used 

directly by water and wastewater treatment 

operators, the role of instrumentation 

and control staff  in installing, calibrating, 

maintaining, and replacing the hardware 

(e.g. sensors and transmitters) associated 

with digital tools made their knowledge and 

skills integral to the ability of utilities to make 

effective use of digital operational tools like 

SCADA. 

A key finding of this study was that while 

it is generally recognized that water/

wastewater treatment operators need to 

use digital tools, and that information technology staff are essential in relation to both hardware 

and software, the role of instrumentation and control staff in maintaining the hardware 

infrastructure (both analog and digital) is often overlooked.  If a utility has an inadequate 

number of instrumentation and control staff, or staff with insufficient skills, the potential of 

software and hardware tools may not be fully utilized by the utility as a whole. 
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Attachment IV provides information on business and operational digital tools used by water/

wastewater treatment operators, input on skills required for use of these tools, and insights from 

experienced managers on the on-the-job training provided by utilities related to use of digital 

tools. 

Attachment V provides information on the business and operational digital tools used and 

supported by instrumentation and control staff (e.g., electronic maintenance technicians and 

instrument technicians). This includes 

the work done by staff in these job 

categories to maintain the analog 

and digital equipment that supply 

data to digital operational systems 

used by staff in other mission-critical 

job categories (e.g., water and 

wastewater treatment operators).  

Because there is significant variation 

among utilities in the responsibilities 

assigned to individuals in 

instrumentation and control positions, 

this section includes process maps 

and job descriptions that reflect both 

the variety and the importance of these job assignments. The attachment also provides insights 

from experienced managers on staff training needs.

B. Learning Opportunities Provided by Community Colleges on Support and Use of Digital

Tools

There are numerous community colleges in the San Francisco Bay Area that provide training in 

water and wastewater treatment; additionally, the San Francisco Public Utilities Commission 
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has recruited water and wastewater treatment operators from a union apprenticeship program 

for stationary engineers. Bay Area utilities have supported candidate development programs 

provided by Bay Area community colleges through the Bay Area Consortium for Water and 

Wastewater Education (BACWWE), which has expanded the training offered by community 

colleges. 

These training programs provide some exposure to digital operations tools, and the community 

colleges typically provide training on digital 

business tools as part of their general 

curriculum. Additionally, some Bay Area 

utilities support internship, operator-in-

training, or apprenticeship programs to 

support the training efforts of community 

colleges. 

In contrast, candidate development programs 

for instrumentation and control staff are 

more limited, in terms of both community 

college courses available, the geographical 

distribution of community college training 

opportunities, and the number of opportunities provided by utilities for students to learn through 

internships, pre-apprenticeships, and apprenticeships. In response to this gap, BAYWORK, in 

coordination with JVS is working with utilities to create more internship and apprenticeship 

opportunities in the trades.  They are also working to ensure that internships offer substantial 

and sustained on-the-job learning in order to qualify interns for regular positions at the 

conclusion of their program.

Community college curriculums generally include training in use of digital business systems (e.g.,
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the Microsoft Office Suite). However, these courses are generic rather than integrated into the

training programs for water/wastewater treatment operators and instrumentation and control 

staff, and are not generally required for completion of these technical training programs. 

Similarly, California certification programs for water and wastewater treatment operators do not 

include testing related to either business digital tools or technical digital tools.

Community colleges are limited in the level of support they are able to provide to students who 

have graduated from high school without 

the English communication, math, and 

science skills required for successful 

careers in water/wastewater treatment 

or instrumentation and control work. 

Tutoring centers are often provided, but 

not always sufficient to address the gap 

between theoretical 12th grade education 

levels and the actual competencies 

of many high school graduates.  As a 

result, one community college instructor 

noted that for about 20% of the students 

who entered into the school’s water/

wastewater treatment program, the level of math skill required for completion of the certification 

program was an obstacle they were not able to overcome.

Opportunities for hands-on learning of digital skills or for on-site learning related to 

maintenance of analog and digital tools that provide data for digital tools are limited. Whereas 

community college classes on water/wastewater treatment often included tours to operations 

centers where skilled operators illustrated the use of digital tools to monitor and control 

treatment, the provision of the same courses through on-line video conferencing during the 

pandemic has removed this opportunity for direct learning.  Since there is no substitute for direct
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experience with digital tools, utility support for facility tours, internships, pre-apprenticeships, 

operator-in-training programs, and apprenticeships was noted as key for successful preparation 

of skilled trades workers who were prepared to use digital operational tools.  

The digital training provided to utility employees in water treatment, wastewater treatment, 

and instrumentation and control jobs is generally limited to informal on-the-job training.  

Especially in utilities and job categories where operational functions are under-staffed (such as 

instrumentation and control work), the time available for experienced staff to provide training 

to less experienced workers is limited. To successfully address this gap, utilities may need to 

expand their in-house training resources or purchase external training from recognized high-

quality vendors. 

Attachment VI is the survey form used to collect information from Water/Wastewater Treatment 

Operators and their managers.

Attachment VII is the survey form used to collect information from instrumentation and Control 

staff.

Attachment VIII is the survey form used to collect information from faculty at community college 

water/wastewater treatment training programs. Attachment IX is the survey form used to collect 

information from faculty at community college instrumentation and control training programs.
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THE DIGITAL WORKER
Using Digital Tools to Deliver Water Services
DEVELOPING QUALIFIED CANDIDATES FOR DIGITAL JOBS

Candidate development is the term used by BAYWORK to describe work that water utilities 

can do to make sure that when they have openings for mission-critical jobs, qualified 

candidates are available to fill them. BAYWORK is a nonprofit consortium of water and 

wastewater utilities in the Bay Area and works with students, parents, educational 

institutions, community organizations, and union training programs to encourage interest 

in water industry jobs. This nonprofit organization also helps individuals gain the skills they 

need in order to

compete successfully for these jobs and teaches them how to be successful in their work.

The water industry is experiencing significant turnover of staff at a time when many Baby 

Boomers are leaving the workforce and the need for digital skills is at an all-time high. This 

demographic transition offers an opportunity for the water industry to take advantage of the 

familiarity of younger workers with digital

tools. The water industry should work proactively to help community colleges, universities, 

and trades unions build digital education into the programs used to train these skilled trades 

workers and engineers.

CHALLENGES

1 One Advisory Group member asked, “Are candidate development programs keeping up 

with the requirements of these positions, and recognizing the additional training needed by 

the digital water employee?” Community colleges and trades unions may be unaware of the 

digital tools used by utilities to enhance their operations and unprepared to provide their 

students with education on how to use these tools. Instructors may not have experience in 
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the use of these tools, and the organizations may not have access to the software, hardware, 

or sensors associated with different tools.

2 Common perceptions of the skills needed to perform work in the water industry are out of 

date. This can affect even publications intended to promote consideration of water industry 

jobs, which stress the fact that many well-paid jobs in the water industry require only a high 

school degree.

As an example, while it is true that most skilled trades jobs do not require a college degree, 

it is not true that a basic high school diploma provides all of the skills needed to perform 

skilled trades work. In addition to job-specific skills and competence in areas such as written 

communication and math, an ideal candidate should be prepared to work with digital tools. 

For example, a water treatment operator needs to be prepared to use Supervisory Control 

and Data Acquisition (SCADA) systems and the computerized work order system used by 

the utility to request and report maintenance on its equipment. Candidates should also be 

prepared to learn to use new digital tools as technology evolves (e.g., artificial intelligence 

and machine learning).

Because digital tools are becoming a framework that ties all functions of the utility together, 

some level of digital literacy should be defined as a requirement for all water industry jobs. 

Job candidates should also be prepared to learn to use new tools as they are implemented. 

The fact that college degrees are not required for many important jobs should not be 

misinterpreted to mean that knowledge and skills acquired during high school will be 

sufficient to carry employees through a career in the water industry.

3 Utilities sometimes provide more stable jobs and better employment benefits than private 

employers. However, because the salaries of utility jobs are often not competitive with other 

industries, digitally skilled candidates for positions used by multiple industries (e.g., electronic 

maintenance technicians and engineers) may gravitate to industries other than water.
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4 Rapid flux in information technology blurs the boundaries of different job categories, 

such as IT staff and skilled technicians as well as electronic maintenance technicians. 

Different utilities may take different approaches to how work is assigned (e.g., coding of 

programmable logic controllers).

LESSONS LEARNED

1 The water industry should work with academic institutions, trade organizations, and 

other partners to promote awareness of the digital tools (hardware, software, and 

sensors) and processes (e.g., monitoring and analysis of data) that utilities use to upgrade 

the effectiveness and efficiency of their services.

This should include informing educational partners on the types of software systems that are 

commonly used for different functions (e.g., asset management/work order systems to record 

the maintenance work performed by plumbers, and geographic information systems to store 

information on facilities).

2 Because of the expense of purchasing and maintaining the hardware, software, and 

sensors used to provide water services, utilities shouldn’t assume that community college 

or union training programs will have the resources to address all job-specific digital 

training needs. 

Utilities should develop, at a utility or regional level, opportunities for on-site learning, such as 

student internships, pre-apprenticeships, and apprenticeships.

3 In their communication with students, parents, educational institutions, community 

organizations, and unions, utilities should make it clear that digital literacy is becoming a 

requirement for all water utility jobs, regardless of how the job is currently performed.

As one Advisory Group member stated, “When you are interviewing an applicant, make sure 
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you ask technology questions. Make sure candidates have digital skills and have the have the 

capability to learn to use your systems.”

Realizing that these systems will continuously evolve over time, a utility’s candidate 

development efforts should also stress the need for continuous learning—that a utility job is 

not the final prize for learning, but a responsibility to continue to learn. One Advisory Group 

member commented, “The importance of a person’s willingness to learn can’t be overstated.” 

He noted that in some cases, a person with the exact skillsets needed might not be available, 

but that it is more important to get someone who demonstrates, “the characteristics of a

change agent.”

29

ATTACHMENT I



Possible Next Steps 

The Idea Box

Background

BAYWORK’s White Paper Project on The Digital Worker was created in response to a request 

from participants at a Utility Management Conference workshop in the Digital Worker (held 

in February of 2020) for guidance in areas where workforce issues are critical in effective use 

of digital tools:

• Selection of digital tools;

• Organizational culture;

• Coordination with existing workflows and systems;

• Human resource issues;

• Information technology support;

• Initial and ongoing staff training;

• Developing qualified candidates for digital jobs; and

• Artificial intelligence.

In response, BAYWORK recruited a national Advisory Group containing representatives 

from water/wastewater utilities, water/wastewater professional associations, non-profit 

organizations, and consultants to create a report on both challenges and lessons learned 

in the areas that the workshop participants had identified. Advisory Group members were 

invited to complete Input Forms and participate in group meetings to discuss their

ideas and experiences. Their thoughtful, well-informed contributions are reflected in The 

Digital Worker: Using Digital Tools to Deliver Water Services. 

Advisory Group members also provided recommendations on how the White Paper could be 

expanded and shaped to be more useful to utilities. Both a section on Cybersecurity and a 

Glossary of Terms were added to the report at the request of the Advisory Group.
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Because the quality of the input from Advisory Group members was so high, participants 

recognized an opportunity to go beyond the original scope of the White Paper by 

documenting Advisory Group suggestions for future research and activities that might be 

undertaken by individual organizations, regional collaborations, or national associations and 

workgroups. Advisory Group members were invited to participate in two group sessions to 

discuss Possible Next Steps. This did not include a research survey of all efforts currently in

motion or planned. The scope of the effort was to collect and document the wide array of 

suggestions for future action offered by Advisory Group members.

Suggestions were not prioritized, and the Advisory Group did not provide recommendations 

on which specific organizations should implement specific suggestions. In some cases, 

organizations were cited as examples of the type of organization that might support the 

work. The objective was not to create a Strategic Plan (which would include recommended 

steps for implementation) or research report. The objective was to create an Idea Box

that could serve as a resource for many different groups at different levels

and in different regions.

Effective use of digital tools is a major challenge and responsibility of the water industry. 

BAYWORK hopes that the Idea Box will contribute to the quality of the attention and effort 

that we bring to this task.

Suggestions Contributed by White Paper Advisory Group

Water/Wastewater Utility Collaboration

1. Investigate creation of utility associations at the regional or national level to share 
information about workforce issues associated with selection, implementation, and effective 
use of digital tools. This group could include representatives from the many components of
water organizations which must collaborate within water organizations to use digital tools 
well—Information Technology staff, operations staff, management staff, and Human
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Resources staff.

This collaboration could include features such as the following:

• Periodic meetings to share information about workforce issues that affect use of 

digital tools:

• On-site visits to learn about utilities’ use of digital tools, including their lessons 

learned in relation to workforce issues;

• An on-line forum that would allow members to share experiences and direct 

questions to the group at large, to obtain consultation from peers (modeled on 

peer support provided by the Water/Wastewater CIO Forum between its annual 

meetings);

• The ability to direct questions to and share information with the Water/Wastewater 

CIO Forum, which is composed of Information Technology professionals who work 

for

• water/wastewater utilities;

• Creation of utility collaborations in relation to digital tools where data-sharing could 

be beneficial to all (e.g., collection and sharing of data from inspection of wastewater 

collection pipelines, to provide more data for AI analysis of causes and effects);

• Developing recommendations for research and training programs to be sponsored 

by national water/wastewater professional associations and government entities 

to support utilities in their use of digital tools (e.g., training products customized to 

help prepare candidates to use the digital tools required for performance of mission-

critical trades jobs, or to help individuals in those jobs learn to use digital tools 

required for performance of the work);

• Exploration of possibilities for collaboration among utilities in developing digitally 

qualified candidates for mission-critical jobs, recruiting digitally-qualified candidates 

for IT and mission-critical jobs in operations, and training current employees to use 

digital tools effectively; and
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• Data housing for all members, so that analytics could be run on a giant data set. 

2. Use existing regional water/wastewater utility workforce collaborations (such as 
BAYWORK) to build programs to support effective utility use of digital tools (e.g., through 
webinars, workshops, Workshops on Wheels, and the BAYWORK Training Buffet, and 
publications.)

3. Work with existing national water/wastewater utility workforce collaborations such as the 

WEF WISE (Water Intrapeneurhip for Strategic Enterprises) Program to build programs to to 

support effective use of digital tools by water/wastewater utilities.

Selection of Digital Tools

1. Develop a Preparedness Checklist/ How To Guide for utilities to use prior to selection of 
digital tools, to make sure they are prepared to select appropriate digital tools for their 
organization. The checklist would address key success factors, such as the following:

a. Does the organization have a clear understanding of the problems staff are trying to 
solve, and why the problems can’t be addressed using existing manual and/or digital 
tools?

b. Has the organization analyzed how workflows or work groups that (1) feed data into 
a process, (2) perform a process, or (3) are downstream of a process will be affected 
by any new digital tool under consideration?

c. Are different components of the organization (e.g., management, operations, IT, 
and HR) prepared to participate in defining needs, assessing tools, and analyzing 
the workforce implications (e.g., new job categories or skills needed) of tools under 
consideration?

d. Does the organization have a process defined for analyzing cybersecurity risks 
associated with tools? Does the organization have sufficient internal resources in-
house to perform a thorough review of cybersecurity risks?
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e. Does the organization have a plan for analyzing the skills that will be required for 
successful implementation of various digital tools under consideration, and the ability 
to build and implement an initial and ongoing training program that will address staff 
training needs?

f. Is the organization prepared to provide sufficient staff time and knowledge 
management and staff training resources for successful testing, implementation, and 
utilization of the tool? 

g. Has the organization made a commitment to modify job categories and/or add new 
job categories to fully implement any digital tool selected?

h. Have performance measures been established to reflect the objectives that need to 
be met with the support of the new digital tool?

i. Has the organization identified the decisions that the utility needs to make that could 
be  made more reliably with the support of additional or better data? Has the utility 
defined the data it wants to collect, how will it be analyzed and displayed, and how 
will it be used to support decision-making?

Creation of such a Preparedness Checklist/How To Guide might be done at the 
national level (e.g., in the WEF’s Manual of Practice #33- Information Technology 
in Water and Wastewater Utilities, which includes a section on selecting digital 
tools). The self-assessment tool associated with the Effective Utility Management 
Program could be investigated as a possible model for utility self-evaluation. The 
Water Research Foundation has also published content relating to pre-project self-
assessments by utilities that could serve as a useful reference in developing a self-
assessment tool focused on workforce issues. A state-level professional organization 
(e.g., CWEA, which has a technology innovation work area) might contribute to 
creation of an on-line resource related to selection methodology.

2. Dissemination of the Preparedness Checklist/How to Guide:

34

ATTACHMENT II



a. Provide a workshop and/or webinar on how to apply and use the Preparedness

b. Develop an e-learning tool to support utility decision-makers in making better 
decisions in selection of digital tools.

3. A workshop at a national water/wastewater conference, article in a national water/
wastewater publication, or webinar on how to select digital tools with workforce issues in 
mind.

4. Create workshops at the regional level (e.g., a BAYWORK Workshop on Wheels) focused 
on use of digital tools. In addition to providing participants with on-site exposure to 
different digital tools, utilities presenting information on their digital tools could offer 
follow-up on- site visits to utilities who would like to learn more about the tools, including 
factors to take into consideration in the selection process.

Organizational Culture and Change Management

1. Research the impact of organizational culture on selection and implementation of digital 
tools

Research could be done using a combination of surveys (with findings analyzed without 
attribution to preserve anonymity) and case studies. This could include input from labor 
representatives and boards, and case studies where problems were encountered but the 
situation got turned around. Findings of this research could be shared with the water 
industry through workshops, webinars, or publications.

2. Utilities could make more use of tools that have been developed for measuring 
organizational culture, instituting changes, and measuring progress (e.g., Human 
Synergistics and Energage).  The needs assessment should include use of a standardized 
process for evaluating organizational culture that includes the use of both surveys and 
focus groups.

3. Workshop, webinar, or publication on the impact of organizational culture on effective
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selection and implementation of digital tools.

This workshop would include a discussion of what organizational culture is and how 
it impacts a utility’s ability to select and implement digital tools effectively, as well as 
lessons learned. Presenters would include IT and operations staff from utilities, as well as 
consultants who have supported utilities in selection and implementation processes. The 
workshop would include consideration of issues of racial and gender equity.

4. Assess the organizational culture impacts of the covid pandemic (e.g., increased work 
from home, the limitations on team-building activities) on utility use of digital tools.

A national water/wastewater conference could include a workshop on the organizational 
culture impacts of the pandemic—not only temporary effects, but changes that may 
be long-lasting or permanent (e.g., the impact of increased work from home on system 
integration and cybersecurity requirements). Examples of utility practice changes resulting 
from the pandemic include the following:

• Service requests being made on-line rather than over the telephone;
• More utilities implementing Supervisor Control and Data Acquisition Systems to 

monitor and control treatment operations;
• Putting more sensors in the field, resulting in a need for less water and wastewater 

treatment operators and more instrument technicians;
• Operational changes that may be made without communicating the reason for the 

change to staff;
• Loss of traditional team-building opportunities (e.g., going to lunch together); and
• The need to use existing digital systems on a remote basis.

One aspect of the workshop would be to look for ways to handle important functions 
(e.g., team-building) in changed conditions (such as working remotely). This would involve 
actively looking for ways to use new technology to keep people connected. The workshop 
should include consideration of the particular challenges faced by utilities that are under-
funded, rural, or small, with limited access to technical resources, and the social/economic 
impacts on their employees.
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Coordination with Existing Workflows and Systems

1. Workshop, webinar, and/or article providing guidance on how utilities can map out 
workflows and systems that will be impacted or replaced by a new system (or type of 
system) that is under consideration (The products of a current research project of the 
Water Research Foundation on Smart Utilities could be used to support training in this 
area.)

Whether this is a conference workshop, a webinar, or an article, contributors should 
include water utility IT and operations staff, as well as consultants with specific 
experience in helping utilities perform this type of workflow and processing mapping. (It 
was suggested that participants should not include individuals who are marketing any 
specific software or hardware products.)

Human Resource Issues

1. Conduct research on the pay levels in the water industry for IT professionals and skilled 
trades workers with digital skills, relative to the salaries offered by other industries for 
digitally skilled workers in the same job categories. Analysis of pay levels should be done 
on a regional basis.

2. Create a database of jobs and job descriptions that include requirements for the digital 
skills needed to perform the work in today’s environment.

3. Develop a strategic plan for communicating with HR professionals in the water industry 
about the need to modify job categories, job classifications, recruitment processes, and 
union agreements to reflect both new job categories that will be required and the digital 
skills needed for competent performance of work performed in existing job categories. 
Many current job descriptions do not describe the work that the employees are doing; 
these should be brought into alignment.

4. Individual utilities should do compensation and class studies. After collecting positions 
descriptions at the utility level, utilities can take the information and compare it with
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information at the regional national level. Consulting support may be needed.

5. Utilities should build recruitment strategies that reflect the non- monetary benefits offered 
by jobs in the water industry, since utility salaries are often not financially competitive 
with private employers. Jobs in water utilities often include job security, pensions and 
health benefits, work/life balance, an opportunity to make a contribution to society, and a 
good place to work. These attributes should become part of the recruitment package of 
utilities for both IT jobs and other jobs that require digital skills. Use the stories of actual 
employees to build recruitment messages. Utilities can create a desirable work experience 
and opportunities for employees and build their recruitment around the experiences and 
opportunities they are offering.

6. Produce workshops, webinars, and/or publications on the topic of HR support required for 
effective utility implementation of digital tools to be provided at both water/wastewater 
utility conferences and conferences for HR professionals.

Since many HR professionals who work for utilities attend HR-specific professional 
conferences and conferences focused on staff training rather than AWWA, WEF, or 
UMC conferences, water professionals should consider making presentations at HR 
conferences or writing articles for HR journals, in addition to preparing HR-related 
presentations for water industry conferences. (HR staff who are active in Utility 
Management Conferences may have suggestions about where HR leaders meet and the 
publications they read.)

7. Document types of union agreements that restrict the ability of utilities to require 
employees to use digital tools, and strategies for HR staff to use in addressing these 
restrictions in union negotiations. Develop model language for addressing this issue in 
union agreements.

8. Recruitment efforts should include participation in job fairs for other industries (e.g., oil 
and gas and technology), as the water industry needs some of the same skills as these 
industries.
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9. Utilities should consider whether their job titles match the job categories used by private 
industry; if people don’t recognize a job title, it may be harder to get the right applicants to 
apply. A utility might make their external titles conform to the private sector, even though 
the titles use internally remain the same.

10.  Utilities should consider whether the job qualifications they are asking for are really the 
knowledge and skills they need. For example, a college education may be less important 
than specific knowledge and skills. Utilities should consider modifying job requirements to 
define experience that may be equivalent to education or certifications (e.g., a four-year 
and certification might be considered equivalent to six or more years of relevant work 
experience.)

Information Technology Support

1.  Conduct research on different models for providing information technology support for 
water utility functions that would provide insights on topics such as the following:

a. Skillsets required (e.g., technical understanding of digital products, ability to 
understand the relationship of the tools to the functional responsibilities of operating 
divisions, communication skills, and ability to teach)

b. Examples of IT job descriptions, experience and skill requirements, and salary levels 
of IT professionals providing IT support to utilities

c. Requirements for ongoing staff training of IT professionals (e.g., in cybersecurity)

d. Internal governance procedures relating to selection and procurement of new digital 
tools

e. Impact of different organizational models on IT Support (e.g., provision of IT support 
at a municipal rather than a utility level)

f. Workable options for acquiring needed IT support from external sources when
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internal IT support is insufficient to meet operational needs

2. Create a reference manual of describing different categories of IT professionals employed 
by water utilities, the qualifications and skills needed to perform these jobs, and sample 
salaries for performing the work. This would help utilities expand their IT expertise by 
creating new job categories, modifying the qualifications and skills required for their 
current job categories, or realizing that they may need external help in order to provide 
adequate IT support for use of digital tools.

3. Provide information on the different types of IT knowledge and skills required for effective 
use of different kinds of systems. The knowledge and skills needed for support of generic 
business systems is different from the skills needed for support and maintenance of 
operational systems.

4. Develop guidance on support that is feasible to provide through in- house staffing, versus 
areas where highly specialized knowledge is required, and out-sourcing is a more realistic 
choice for most utilities.

5. Research could be done on the support that IT staff need from operations, HR, and 
communications staff to be successful in implementing and supporting digital tools.

6. Produce workshops, webinars, and/or publications on how IT staff and operational staff 
can work together more effectively in selection and implementation of digital tools.

Staff Training

1. Research staff training approaches used by utilities to provide effective staff training 
related to use of digital tools:

a. Processes for assessing the gap between current staff knowledge and skills 
and what staff will need to know in order to effectively use digital tools under 
consideration;
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b. Impact of out-of-date job categories, job descriptions, or union agreements on the 
ability of utilities to require staff to learn the new skills required;

c. Impact of organizational culture on the organization’s willingness to invest in staff 
training, and the willingness of staff to learn;

d. Utility use of new training tools (e.g., on-line training with graded responses and 
performance requirements; process simulations; and digital twins)

e. Utility approaches to initial training and long-term support (e.g., mentoring and easy 
on-line access to training materials)

2. Workshop, webinars and publications on staff training related to use of digital tools 
(ideally reflecting information gained from research on this topic)

3. Competency analysis of mission-critical jobs in the water industry (e.g., water treatment 
operators, wastewater treatment operators, wastewater collections staff, water 
distribution operators, electricians, electronic maintenance technicians/ instrument 
technicians, machinists, and engineers) to identify the type of digital tools they will need to 
be able to use in order to do their work effectively; modification of job-specific competency 
models to reflect the digital skills.

4. We need to learn from what other industries and tech firms are doing in staff training. We 
could investigate the training models and tools being developed by training specialists 
(e.g, ATD, the Association for Talent Developers), and the training tools being used by 
other industries (e.g., oil and gas and aerospace) to prepare current staff to use new 
digital tools.

5. Development of training tools at the state or national level that could help current 
employees acquire the knowledge and skills needed for them to make effective use of the 
digital tools associated with their work (e.g., SCADA systems for water and wastewater 
treatment operators).

41

ATTACHMENT II



6. Assess whether the utility’s size makes it feasible to train or hire staff to handle advanced
tasks (e.g., coding and developing in-house tools relating to analytics, automation, and 
dashboards). However, in the case of some skills needed to make full use of digital tools, 
small utilities may require external support. Where skills are missing internally, realistic 
decisions are needed on whether to provide in-house training or acquire external support. 
In some cases, it may be feasible for this type of support to be provided by regional 
workforce consortiums or large wholesale water utilities that can provide support on a 
consulting basis.

7. We need to invest in dissemination of training practices that are being used by the 
utilities that are most advanced in this area. (Metropolitan Water District was cited as 
an example.) Regional collaborative efforts (e.g., BAYWORK) could be one venue for 
dissemination of information on more advanced training practices.

8. Community colleges may be able to develop some training tools that would be useful for 
current utility employees as well as students.

9. The information in the BAYWORK Digital Worker White Paper might be used as the basis 
for an e-learning tool for utility managers, with support from an American Water Works 
Association Technical Education Council grant.

10. Consideration should be given to creating tools for digital learning that include elements 
of play, novelty, and competition. Some of the attributes of video games could be brought 
into the development of training products to increase employee engagement.

Candidate Development

1. An analysis should be conducted of the digital competencies now required for employees 
in mission-critical jobs (e.g., water treatment operator, wastewater treatment operator, 
wastewater collections operator, water distribution operator, electrician, electronic 
maintenance technician/instrument technician, machinist, or engineer) to perform their 
work effectively. Based on these findings, the water industry should work with academic 
institutions (including high schools), trade organizations, 
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and other partners to promote awareness of the digital tools (hardware, software, and 
sensors) and processes (e.g., monitoring and analysis of data) that utilities use to upgrade 
the effectiveness and efficiency of their services. This should include informing educational 
partners of the types of software systems that are commonly used for different functions 
(e.g., asset management/work order systems to record the maintenance work performed 
by plumbers, and geographic information systems to store information on facilities). This 
should also include an assessment of the digital skills training currently offered in the 
region’s high schools, community colleges, unions, and other training organizations that 
are preparing students for work in IT, engineering, or skilled trades jobs (e.g., electronics 
maintenance technician, water treatment operator, or wastewater treatment operator).

2. An analysis should be conducted of current certification requirements for mission-critical 
job categories, to determine whether they adequately address the knowledge and skills 
needed for effective use of digital tools.

3. New training materials should be developed for use by community colleges, unions, 
professional associations, and other training providers, to help them prepare potential 
candidates for mission-critical positions in the water industry that now require the ability 
to make use of digital tools (e.g., SCADA, asset management systems, and geographic 
information systems).

4. Skills training that goes beyond the basic understanding of different kinds of systems 
and tools can require access to software and hardware to which community colleges, 
unions, and other training partners do not have access and are often unable to afford. 
Utilities should provide opportunities for on-site learning, such as student internships, pre-
apprenticeships, and apprenticeships, to be provided on either a utility or a regional level. 
These learning opportunities should include exposure to the digital tools that utilities are 
using to perform the work.

5. New messaging should be developed at both the local and the national level to make it 
clear to students, parents, teachers, counselors, community organizations, and unions that 
all mission-critical utility jobs now require digital skills. The messaging should reinforce the 
fact that qualified candidates will need to possess the willingness and ability to continue 
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to learn to use new tools as they evolve over time. This will help attract candidates who 
are interested in continuous learning.

6. In their communication with students, parents, educational institutions, community 
organizations, and unions, utilities should make it clear that digital literacy is becoming 
a requirement for all water utility jobs, regardless of how the job is currently performed. 
As one Advisory Group member stated, “When you are interviewing an applicant, make 
sure you ask technology questions. Make sure candidates have digital skills and have the 
capability to learn to use your systems.”

Realizing that these systems will continuously evolve over time, a utility’s candidate 
development efforts should also stress the need for continuous learning. One Advisory 
Group member commented, “The importance of a person’s willingness to learn can’t be 
overstated. “He noted that in some cases a person with the exact skillsets needed might 
not be available, but that it is more important to get someone who demonstrates “the 
characteristics of a change agent.”

7. Utilities should take into consideration in their definition of mission- critical jobs that both 
Information Technology skills and data analysis skills have become critical for fulfilling 
their operational responsibilities.

8. Both development and recruitment of digitally qualified candidates for mission-critical 
jobs may be more effectively handled through regional collaboration than by the individual 
efforts of utilities.

9. Teacher externships can be an opportunity for utilities to provide information to teachers 
on the real-life applications of skills (e.g., math) they are teaching to students, and for 
utilities to gain information on the curriculum that schools are using to teach students 
digital skills.

Artificial Intelligence

1. Develop workshops on Artificial Intelligence that can be provided at both national 
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conferences and (in customized forms) at the regional level. Their format could include:

• Discussion of what AI is and what it can offer
• Discussion of the algorithms that underlie computer analysis of data
• Examples of types of AI applications, and case studies relating to both benefits and 

lessons learned
• A focus on the importance of data quality and comparability to make full use of the 

potential of AI tools
• Facilitated discussion of possible applications, considering that different utilities (and 

different staff members within utilities) are at different levels of understanding of AI 
tools.

2. Where utilities can combine efforts to create high-quality, unbiased, comparable data 
in functional areas of shared interest (e.g., condition assessment of facilities and risk of 
failure), there is an opportunity to benefit from the information that can be derived from a 
larger data base.

3. Develop case studies of successful use of artificial intelligence, collective intelligence, 
and computer-assisted learning in water/wastewater utilities as well as other industries 
(e.g., oil and gas, aerospace, or transportation). The information collected should address 
questions such as the following:

a. What problem was the application intended to solve? What were the goals of the 
project, and why was this tool selected?

b. What staff reactions and resistance were encountered? Was resistance effectively 
overcome, and if so, how? If not, what lessons were learned?

c. What modifications needed to be made, if any, to job categories and job descriptions, 
recruitment, and salaries?

d. What staff training was needed on an initial and ongoing basis, and how was this 
provided?
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e. How were implementation processes and outcomes as expected, and how were they 
different?

f. What problems were discovered with data needs, data quality, data comparability, 
and data biases? How were these handled?

g. What advice would you give to water/wastewater utilities considering use of this 
type of tool?

4. Identify job categories in the water industry that are most likely to be impacted by AI 
tools, where the provision of training at the regional, state, or national level would be most 
helpful (e.g., job categories associated with the inspection of transmission facilities, or 
water and wastewater treatment) .

5. Investigate AI applications in other industries and their potential application to the water 
industry.

Cybersecurity

1. Provide workshops, webinars, and/or publications on how to address cybersecurity 
concerns during the selection and implementation of new digital tools. A sample topic 
to be covered would be cybersecurity risks associated with cloud services (e.g., SCADA 
in the cloud). Utilities should examine contract terms and make sure that the utility 
has properly addressed any redundancy and back-up requirements. The cybersecurity 
practices of SCADA in the cloud service providers are highly variable, and utilities should 
be aware of the risks they accept when outsourcing SCADA support.

2. There are over 50,000 community water systems in the United States, and most if 
not, all are vulnerable to some sort of cybersecurity attack. As an industry, we need to 
acknowledge and learn from cyberattacks. Rather than covering up incidents (if attacked) 
and blaming victims (if others are attacked), we need to report incidents, learn from each 
other and from expert guidance (e.g., training offered by the American Water Works 
Association), and take advantage of new cybersecurity tools (e.g., the Idaho National 
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Laboratory’s Consequence-Driven Cyber- Informed Engineering Process).

3. Utilities (at the utility, regional, and national level) should work closely with WaterISAC 
https://www.waterisac.org/ which is taking the lead on cybersecurity for the water sector 
and work closely with federal government as well.

4. At the utility level, utilities should re-evaluate the tools they are using to address 
cybersecurity concerns. This should include a periodic review by a third-party expert to 
provide suggestions that may have been overlooked by staff. External parties can also 
test existing cyber- security systems.
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Research Contributors 

I. Water/Wastewater Utilities

A. San Francisco Public Utilities Commission
Brian Rolley (W/W) 
Ryan Macaulay  (Water Treatment ) 
James Sparks   (Water Treatment ) 
Chris Regnart  (Water Treatment ) 
Mark Cahee    Instrumentation and Control (Wastewater) 
Fernando Diaz  Instrumentation and Control  (Wastewater)
Catherine Curtis  Instrumentation and Control  (Wastewater)
Bernie Espadilla  Instrumentation and Control   (Wastewater) 
Brian Rolley Instrumentation and Control  (IT)
Shawn McIntyre Instrumentation and Control (Water) 

B. City of San Jose (Wastewater)
Alex Rodriguez (Wastewater Treatment) 

C. Dublin-San Ramon Services District 
Levi Fuller (Wastewater Treatment) 

D. Fairfield Suison Sewer District
Jordan Damerel (Engineer)

E. Clean Water Services (Hillsboro, Oregon) 
Ting Lu (IT)
Paul Buckmaster (Instrumentation and Control)
Chris Maher (Wastewater Treatment) 
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Brandon Wick (Instrumentation and Control)
Kyle Heffron (Instrumentation and Control)

F. East Bay Municipal Utility District
Dan Gill (Water Treatment) 

 
G. City of Hayward

Bert Weiss (Instrumentation and Control) 

H. Silicon Valley Clean Water
Monte Hamamoto (Wastewater Treatment) 

II. Community Colleges

A. Santa Rosa Junior College
Chris Murray (Water Treatment) 

B. Gavilan College
Monte Hamamoto (Wastewater Treatment)

C. Solano Community College
Dan Gill (Water Treatment) 
Levi Fuller (Wastewater Treatment)
Jordan Damerel (Wastewater Treatment) 
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Digital Tools Used by Water/Wastewater Treatment Operators

I. Business Digital Tools 

• E-mail
• Excel spreadsheets
• Word 
• PowerPoint
• Ability to file and retrieve documents in document storage systems

II. Primary Operational Digital Tools 

• Supervisory Control and Data Acquisition (SCADA) systems
• Asset Management  (work order) systems
• Geographic Information Systems

SCADA and asset management systems are basic operational tools in US utilities.  
Information from Geographic Information Systems is valuable to water and wastewater 
treatment operators when it is available.  

III. Other Operational Digital Tools 

• Data historians to support analysis of SCADA data
• Hydraulic and hydrological models
• Laboratory information systems (LIMS)
• Electronic log books
• Decision support tools
• Operations data management, storage, and report systems (e.g., HAC WIMS-E-Ops, 

etc.)
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• Asset management and financial forecasting tools
• Predictive maintenance technologies
• Condition assessment technologies (leak detection, drone surveys, CCTV, etc.)
• System integration tools 
• Artificial intelligence 

The tools above are examples of digital tools used by water and wastewater utilities in 
some utilities.  However, they are used to different degrees in different utilities. Some are 
used directly (e.g., electronic logbooks), and some are used indirectly (e.g., by treatment 
operators who recommend analyses to be performed by engineers using hydraulic and 
hydrological models).  In some cases, operators are the consumers of the information 
rather than the producers (e.g., water quality information from laboratory information 
systems).  There is also variation in the level of digital involvement of operators at different 
levels, with supervisors and managers often involved in a wider range of digital tools than 
entry-level operators. 

IV. Training Provided to Water/Wastewater Treatment Staff on Use of Digital Tools

Water/wastewater utilities that provide formal training to water/wastewater staff on use 
of either business or operational digital tools are the exception rather than the rule.  Water/
wastewater treatment operators often learn to use digital tools through informal on-the-
job training, with some attaining proficiency more easily than others.  Some utilities include 
references to use of digital tools in training materials describing operational processes 
where the digital tool is used. Training focused on the attributes of specific digital tools is 
unusual.  New digital tools, or new versions of digital tools previously in use, are frequently 
adopted by utilities without any significant utility investment in staff training.  
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Digital Tools Used/Supported by Instrumentation and Control Staff 
(Electronic Maintenance Technicians and Instrument Technicians)

I. Business Digital Tools 

• E-mail
• Excel spreadsheets
• Word 
• PowerPoint
• Ability to file and retrieve documents in document storage systems 
• Ability to search for relevant documents (e.g., operations manuals)  and information 

(e.g., how to trouble-shoot and repair equipment) on the internet

II. Operational Digital Tools Directly Used by Instrumentation and Control Staff 

• Asset Management (work order) systems

Many water/wastewater utilities use computerized asset management systems to identify 
maintenance tasks that need to be performed, and to record information on maintenance 
tasks performed. When such systems are used throughout a utility to record the maintenance 
work performed by skilled trades workers, Instrumentation and Control staff receive work 
requests through the asset management system and record their maintenance work using 
the system.

• Systems Control and Data Acquisition (SCADA) systems

Instrumentation and Control staff are critical to maintaining the analog and digital devices 
that feed information into SCADA systems. The reliability of SCADA systems in monitoring 
and control of water and wastewater systems relies on the accuracy of the sensors, 
transmitters, and programmable logic controllers that supply data to the SCADA system, and 
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in some cases automatically trigger actions based on that data.  

Because of the relationship between the data in the SCADA system and the data provided 
by these devices, Instrumentation and Control staff sometimes use SCADA data to support 
trouble-shooting issues they encounter in their maintenance, calibration, and repair role.

III. Support of Digital and Analog Devices

Instrumentation and Control staff install, calibrate, repair, and replace the sensors, analyzers, 
transmitters, process controllers, telemetry, and programmable logic controllers that utilities 
rely on to monitor and control water and wastewater collection, distribution, treatment, and 
discharge functions. 

There are significant variations among utilities in relation to the job responsibilities that 
they assign to Instrumentation and Control staff. For example, in some utilities, employees 
in this job category also perform data programming (e.g., programming of programmable 
logic controllers or modifications to the logic in SCADA programs). In other utilities, the 
programming function is handled by Information Technology staff.  

Attachments VA1 – VA6 to this summary contain job descriptions and process maps that 
reflect the wide range of responsibilities assigned to employees in this job category.  The high 
level of technical capability required by many utilities reflects the need for strong technical 
training programs, the need for utilities to offer ongoing technical training, and the 
importance of offering salary/fringe benefit packages that are sufficient to recruit and retain 
staff members with technical skills that are in demand in multiple industries. 

Attachment VA-1 is a process map that reflects the division of labor between Instrumentation 
and Control staff, hydraulic maintenance staff, Information Technology staff, and electricians 
in the Wastewater Enterprise of the San Francisco Public Utilities Commission.

Attachment VA-2 reflects on-the-job training and competency expectations of East Bay 
Municipal Utility District for skilled trades workers in this job category. 
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Attachment VA-3, VA-4, VA-5, and VA-6 are job descriptions from South Platte Renew, a 
wastewater service provider in Colorado; they reflect the close integration of instrumentation 
and control and SCADA functions in this utility.

IV. Training Provided by Utilities to Instrumentation and Control Staff on Use of Digital 
Tools and Support of Digital and Analog Devices that Collect, Transmit, and 
Interpret Data 

Water/wastewater utilities that provide formal training to instrumentation and control 
staff on (1) the use of business and operational digital tools, or (2) the maintenance of the 
analog and digital devices that support key operational digital tools (such as SCADA) are 
the exception to the rule.  Some instrumentation and control staff members have received 
training on instrumentation in a community college or technical school setting prior to work 
for a utility. Training on how to use a utility’s asset management system or SCADA system 
is normally provided on an informal on-the-job basis by the utility.  New digital and analog 
devices are frequently purchased and put into use by utilities without any significant utility 
investment in staff training. Frequent under-staffing in this area also limits the ability of staff 
members to train their subordinates or coach their peers.   Use of external training resources 
can be an appropriate solution. However, many utilities do not make significant investments 
in either in-house or external training for individuals in this job category.
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East Bay Municipal Utility District 
ON THE JOB TRAINING: INSTRUMENT WORKER III TO INSTRUMENT TECHNICIAN

Name:                                  Month:
Task Hours

This
Month

Total
Hours to

Date

Required
Hours

Competency Expectation

Electronic Test Equipment: Proper use 
of multi-meter, pressure calibrator, 
oscilloscope, spectrum analyzer, smart 
calibrator, etc.

60
Can identify and properly use basic 
test equipment.  Demonstrates ability 
to use multimeter.

Hand and Power Tools: Proper and safe 
use of 60

Uses basic hand tools safely with 
supervision.  Can identify hand and 
power tools by name.

Blueprint, Schematics, ISA symbols, 
As-Built Drawings: Use for construction, 
troubleshooting, and updating existing 
drawings.

40
Reads and interprets basic drawings, 
symbols, and schematics used in 
instrument trade.  Can identify basic 
instrumentation on drawings.

Electronic Instruments:  Install, 
troubleshoot, repair and calibrate recorders, 
digital indicators, temperature indicators, 
annunciators, etc.

60
Can troubleshoot minor problems 
and make basic repairs on various 
electronic instruments.

Transmitters: Install, troubleshoot, repair 
and calibrate flow, level, pressure and 
temperature transmitter. 70

Demonstrate understanding of 
basic operation of various types of 
transmitters.

Analyzers: Install troubleshoot, repair 
and calibrate online and laboratory water 
quality analyzers 100

Demonstrates understanding of 
operation of various types of online 
analyzers.  Calibrates various 
analyzers under supervision.

Chemical Feed Systems: Install, 
troubleshoot, repair and calibrate. 70

Installs, calibrates and performs basic 
troubleshooting of chemical feed 
systems under direct supervision.

Process Control and Controllers:  Loop 
turning, configuration, troubleshoot, repair. 70

Troubleshoots less complex 
controllers and process control 
problems under direct supervision.

Programmable Logic Controllers: Install, 
troubleshoot, repair and maintain. 60

Installs PLCs under supervision.  
Troubleshoots inputs and outputs 
under direct supervision.

Electronic Equipment: Troubleshoot, 
component testing and repair of power 
supplies, pc boards, isolators, battery 
charges, etc.

50
Demonstrates understanding of basic 
principles of electricity and electronics.  
Performs minor troubleshooting with 
DVM.
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Task Hours
This

Month

Total
Hours to

Date

Required
Hours

Competency Expectation

RTU or SCADA System: Installation 
troubleshooting, repair, programming, 
maintenance. 60

Performs basic installation and 
maintenance on Scada System or 
RTU.

Telemetry and Telephone Lines: 
Troubleshoot, Repair, install related 
equipment 50

Can identify telemetry lines.

DAR radios: Install, test, repair.
60

Performs basic installation of DAR 
radios and antennas.

Gas Monitors:  Calibrate, repair.
40

Calibrates and uses gas monitors 
under supervision.

Panels, Equipment Construction: Build RTU 
panels, control systems, or other instrument 
panels. 60

Uses hand and power tools under 
supervision to construct various 
instrument installations.  Interprets 
drawings for pane layout.

Conduit, EMT, Raceways: cut, thread, bend, 
installation. 40

Cuts and installs fittings on flexible 
conduit.

Computers: Programming instruments, 
RTUs, radios and trending signals, making 
database changes.

100

Uses computers for various tasks 
involved in daily work including office 
applications and basic instrument 
applications.  Make computerized 
work reports to supervisor as 
required.

Preventive Maintenance: Use equipment 
and tools to maintain all types of 
instrumentation. 100

Performs preventive maintenance 
according to set job plans under direct 
supervision

Total Hours 1150
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CITY OF ENGLEWOOD POSITION DESCRIPTION
Electrical/Instrument Specialist

POSITION TITLE:
Instrumentation & 

Controls Specialist
FLSA: Exempt

DEPARTMENT: SPR DIVISION: Engineering

DATE EFFECTIVE: October 2003 DATE REVIEWED: September 2021

EEO CATEGORY WC CODE:

EMPLOYEE GROUP: GRADE/RANGE: P3/$66,700-$99,998

I. POSITION SUMMARY
Installs, maintains, and repairs instrumentation, control system components, as well as associated 
electrical and motor control equipment.  Also performs preventative and predictive maintenance 
on instrumentation and control systems including flow meters, control panels, and cross-trains 
with the SCADA Administrator.  

II. REPORTING RELATIONSHIPS
 Reports to:  EI&C Manager
 
 Direct Reports: None

III. DUTIES AND RESPONSIBILITIES 
The listed examples of work are not intended to be all-inclusive.  They may be modified with 
additions, deletions, or changes as necessary.

Essential Duties & Responsibilities
Performs installation, preventative and predictive maintenance on various flow, level, pressure, 
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temperature, and analytical equipment, including controls components associated with motor 
control centers. 

Troubleshoots, calibrates and repairs instrumentation and control system components as well 
as other equipment associated with the Supervisory Control and Data Acquisition (SCADA) 
system.

Effectively communicates with relevant SPR stakeholders to coordinate tasks that impact process 
or other SPR groups.  Ensures uninterrupted treatment processes.  Ensures work orders contain 
necessary information and documentation for future use.  

Utilizes and modifies record drawings, electrical schematics, wiring diagrams, HMI screens, 
I/O lists, and other technical information to perform job duties.  Maintains repair manuals and 
drawings, including digitally storing.

Works closely with the SCADA Administrator to cross train and become more versatile in the 
position.

Procures hardware, software, replacement parts, manuals, etc. 

Other Duties & Responsibilities
Troubleshoots, repairs, modifies, and maintains various types of equipment control panels at 
SPR.

Controls spare parts inventory by monitoring on-hand availability and determining reorder points.  
Maintains a current list of I&C spare parts inventory.

Works closely with Control Systems Integrators and Programmers to ensure all work is done to 
established industry and SPR plant standards. 

Maintain strong working relationship with the City of Englewood IT department systems and 
network administrators.
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Troubleshoot, repair and maintain the access control and fire control systems and related 
components. 

Provide instrumentation and controls expertise during project development and construction.

Configures, maintains, and troubleshoots VFD applications at SPR.

Switches distribution system in the case of power failures.

Occasionally coordinates contractor on-call and/or emergency services to perform preventative 
and predictive maintenance and repairs on electrical substations, switchgear, automatic transfer 
switches, emergency generators, and all 13.2kV and 4,160-volt equipment.

Performs other duties as assigned and required.

IV. PREPARATION AND TRAINING
Education:   Associates degree in Electronics, Instrumentation, water/wastewater process

 control, or a minimum of 5 years in a related field. 

Work Experience:  Minimum of 5 years’ experience in operation, maintenance, and 
troubleshooting of industrial process control systems, preferably in water/
wastewater industry.

Certifications and/or Licensures:   ISA (CCST) level 2 certification, Colorado Journeyman or Master 
Electrician license, or Wastewater ‘A’ Operator certification preferred.

Required Driver’s License: Valid Colorado driver’s license and a clear or acceptable MVR

An equivalent combination of education, training and relevant job experience may be 
substituted.
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V. KNOWLEDGE, SKILLS, AND ABILITIES
Knowledge
Advanced knowledge of:

• Water/wastewater process control systems
• Environmental, health, and safety wastewater industry best practices
• NFPA 70e Safety Standards 
• Calibration and operation of sensors and transmitters, electrical test equipment, gauges 

and meters

Working knowledge of:
· Instrumentation installation and maintenance, including installation of various types of 

electrical conduit, cables, wires, switches, and automatic starting equipment
· Electrical substations, distribution panels, switchgear, automatic transfer switches, 

emergency generators, and motor control centers
· NFPA 70 National Electrical Code
· Wiring diagrams, plans and record drawings
· Applications software for Windows environment, Microsoft Office preferred
· Electrical construction and maintenance

Skills and Abilities
Computer Skills - Advanced computer skills required to work in a high technology environment.  
Also required to work with computerized maintenance management system, and Supervisory 
Control and Data Acquisition System.

Communication Skills - Advanced communication skills required to write reports and 
correspondence, and give informal presentations.

Analytical Skills - Advanced analytical skills required to troubleshoot and diagnose as needed.

Mechanical Skills - Advanced mechanical skills required to work with hand/power tools and test 
instruments.  Also required to distinguish between the full range of colors in the color spectrum 
to work with electrical wires.
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Project Management Skills - Basic project management skills required to organize, schedule, 
and enact long range plans up to 5 years.

Mathematical Skills - Advanced mathematical skills required to use formulas and conversion 
tables.

Must be able to operate a service van.

Must be able to work with limited supervision.

VI. WORKING CONDITIONS AND PHYSICAL REQUIREMENTS
Work is performed in the wastewater treatment plant facilities. Works near moving mechanical 
parts and risk of electrical shock; exposed to fumes, water borne pathogens, airborne particles 
and various chemicals, some of which may be toxic.  

The employee is exposed to various conditions including outdoor weather conditions, extreme 
hot and cold, wet and humid conditions (non-weather), slippery conditions, and high noise 
levels.

For Physical Requirements, see attached Physical Job Demands by HealthSouth.

VII. POSITION DESCRIPTION APPROVALS

EMPLOYEE:        DATE:   

SUPER./MANAGER:      DATE:   

DEPT. DIRECTOR:       DATE:   

HUMAN RESOURCES:      DATE:   
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  Physical Job Demands - Electrical Instrument Technician
Weight N/A Occasional Frequent Con-

stant

 1-33%  34-66% 67-

100%

Pushing 45 lb./force

Pulling 45 lb./force

Floor to Knuckle Lift 50 lb.

Knuckle to Shoulder Lift 50 lb.

Shoulder to Overhead Lift X

Carrying 50 lb.

Sitting X

Standing X

Walking X

Climbing Stairs X

Sustained Bending X

Overhead Reaching X

Crawling X

Squatting (Repeated) X

Kneeling X

Stooping (Repeated) X

Crouching X

Climbing Ladders X

Balancing X

Handling X

Fingering X

Feeling X

Talking X

Hearing X

Tasting X

Smelling X

Near Acuity X

Far Acuity X

63

ATTACHMENT VA-3



Depth Perception X

Color Vision X

Peripheral Vision X

Strength Level: MEDIUM

If you have any questions or comments regarding the information stated in this Physical Job 
Assessment profile, please feel free to contact us at anytime.

Regional Ergonomics Coordinator Therapist   303-722-3116
Title            Phone # 

This Job Analysis Was Performed By HealthSouth Corporation on March, 2001
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CITY OF ENGLEWOOD POSITION DESCRIPTION
SCADA Systems/Database Specialist

POSITION TITLE: SCADA Administrator 
(Data/EI&C) FLSA: Exempt

DEPARTMENT: SPWRP BUSINESS GROUP: Engineering

DATE EFFECTIVE: March 2018 DATE REVIEWED: January 2019

EEO CATEGORY: WC CODE:

EMPLOYEE GROUP: GRADE/RANGE: MSC. 270
$76,800 - $115,200

I. POSITION SUMMARY
The SCADA Database Administrator is a role that requires an individual with a strong technical 
background as well as the ability to plan and align with IT and business management objectives.  
Responsible for working collaboratively with the SCADA Systems Administrator in coordinating 
and oversight of the Supervisory Control and Data Acquisition (SCADA) operation and 
maintenance to ensure the integrity and reliability of all SCADA systems for the South Platte Water 
Renewal Partners (SPWRP). This position is also responsible for the operation, maintenance and 
management of the full suite of OsiSoft Pi database software and associated applications.

II. REPORTING RELATIONSHIPS
 Reports to:  Instrumentation and Controls Manager
 
 Direct Reports: None

III. KEY COMPETENCIES
Technical Knowledge - Anticipating and adopting innovations in business-building digital and 
technology applications.

• Anticipates the impact of emerging technologies and makes recommendations.
• Readily learns and adopts new technologies that can improve data collection, data 

archiving, and how data is served up to the end user.
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Plans and Aligns - Plans and prioritizes work to meet Business Group commitments aligned 
with organizational goals:

• Sets objectives to align with broader organizational goals.
• Breaks down objectives into appropriate initiatives and actions.
• Stages activities with relevant milestones and schedules.
• Anticipates and adjusts effective contingency plans.

Builds Networks – Effective at building formal and informal relationship networks inside 
and outside the organization by maintaining relationships across a variety of functions and 
locations.  Draws upon multiple relationships to exchange ideas, resources, and expertise to 
produce results for all parties.

Drives Results - Develops and delivers communications that convey a clear understanding to 
different audiences and has a strong bottom-line orientation.

IV. DUTIES AND RESPONSIBILITIES
The listed examples of work are not all-inclusive.  There may be additions, deletions, or changes 
as necessary.

Essential Duties & Responsibilities
All activities associated with the SCADA master planning concerning data collection, data 
archiving, implementation of SCADA related software applications and upgrades, SCADA 
industrial Ethernet network infrastructure and associated hardware and software, and the 
installed base of analytical instrumentation systems at SPWRP 
Responsibilities include:

• Developing and maintaining a SCADA Master Plan, in conjunction with the SCADA 
Administrator, Treatment Operations Management, SPWRP Engineering group, 
contracted Engineering firm(s), and City of Englewood’s IT Department. The plan 
accomplishes the following:

o Establish a clear direction and goals for the SCADA system
o Establish a clear and effective disaster recovery plan for the SCADA/HMI system 
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and reestablishing data collection and recovering/repairing Pi data. 
o Define recommendations and cost estimates regarding upgrades
o Identify standards and goals for all design, industrial network infrastructure, 

security, data collection and archiving, and reliability facets of the SCADA system
o Provide a risk/benefit review of all proposed and newly available system 

components for applicability and compatibility with existing systems and 
standards.

• Maintains and manages the full suite of OsiSoft Pi database software as well as the 
interface with associated applications, such as SQL/SQL Express.

• Responsible for ensuring the accurate, timely, and reliable data collection and archiving 
into the storage environment.

• Develops, reviews, and implements improvements to disaster recovery plans
• Designing and implementing the SCADA Master Plan recommendations concerning 

the integrated SCADA network infrastructure, data collection and archiving, and 
analytical instrumentation system at both treatment facilities.  Work also includes 
administration and continuous improvement of the system following planning and 
design.

• Work collaboratively with IT Network Engineers to identify resources required for 
installation and configuration of network and computing systems hardware and 
software; including: interfaces, modems, network switches, routers, firewalls and 
other associated communications equipment, to ensure reliability and security of 
SCADA communications. 

• Develops and oversees preventative maintenance strategies of data collection, 
archiving, user interface of that data, and SCADA software upgrades.

• Works collaboratively with the SCADA Systems Administrator to cross train and 
provide redundancy in their absence.

• Works collaboratively with the SCADA Systems Administrator to maintain the 
installed base of I&C components.

• Identifies, develops and manages SCADA related projects:
o Work collaboratively with other departments to establish project team, scopes, 

equipment needed to fulfill project requirements
o Obtains budgetary and managerial approval following established City policies 
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and procedures
o Verifies compatibility requirements are considered prior to system upgrades

• Leads and manages assigned staff to achieve workgroup goals including:
o Attracting and selecting the best talent to meet current and future workgroup 

needs.
o Establishing performance requirements and personnel development targets
o Providing coaching for performance improvement and development
o Develop and manage contracts for specialized services not provided by 

internal staff.
• Other Administrative Duties Include:  

o Managing inventory of SCADA software licenses and maintenance support 
agreements.

o Acts as technical interface between all working groups of SPWRP in matters 
related to SCADA and data collection and archiving.

o Facilitates integration of Computerized Maintenance Management System 
(InforEAM), OsiSoft Pi database access, and weather systems into Human 
Machine Interface (HMI).

o Prepares budget recommendations for Process Control System including network 
hardware, software, instrumentation and testing/monitoring equipment.  

o Serves as a liaison for network and SCADA instrumentation.
o Creates, maintains and publishes documentation for record drawings and 

control strategies.

V. PREPARATION AND TRAINING
Education: Associate’s Degree in Electronics Technology or successful completion of an accredited 

electrical/electronic technician apprenticeship program required.  Advanced degree 
preferred.

Work Experience:  Minimum of four (4) years of experience as a Senior-Level control systems 
technician with expertise in multiple facets of the control and monitoring area 
of SCADA, instrumentation and control systems. 

  Advanced knowledge of the standard practices, principles, methods, and 
materials used in comprehensive SCADA systems.
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Required Experience: 
• Rockwell/Allen Bradley control system platforms
• Microsoft OS and applications such as Excel, Word, Access
• Endress + Hauser Instrumentation and associated configuration software
• Industrial motor control center installations

Preferred Experience:  
• OsiSoft Pi Historian data management suite
• Microsoft SQL programming and database management
• Endress + Hauser Instrumentation and associated configuration software
• Industrial Ethernet network infrastructure management
• Wastewater process control systems
• Smart networks such as Profibus DP/PA, DeviceNet, and Industrial Ethernet

  
Required Driver’s License: Valid Colorado driver’s license and a clear or acceptable MVR 

An equivalent combination of education, training and relevant job experience may be substituted. 

VI. WORKING CONDITIONS
Work is performed in a standard office environment, requiring sitting for extended periods of 
time, and occasional lifting (up to 50 lbs.).  Job requires visual and physical capabilities to perform 
work on computers and associated equipment for prolonged periods of time (4-6 hours daily).

69

ATTACHMENT VA-4



CITY OF ENGLEWOOD POSITION DESCRIPTION
SCADA Administrator (Data and EI&C)

POSITION TITLE: Senior SCADA 
Administrator FLSA: Exempt

DEPARTMENT: SPR DIVISON: Engineering

DATE EFFECTIVE: January 2022 DATE REVIEWED: January 2022

EEO CATEGORY: WC CODE:

EMPLOYEE GROUP: GRADE/RANGE: M1/
$88,165 - $132,248

I. POSITION SUMMARY
The SCADA Administrator is a role that requires an individual with a strong technical background 
and leadership ability to supervise direct reports in the I&C group and align with City of Englewood 
customer service standards. Responsible for working collaboratively in the coordination and 
oversight of the Supervisory Control and Data Acquisition (SCADA) to ensure the integrity 
and reliability of all aspects of the SCADA system at South Platte Renew (SPR). In addition, 
is responsible for ensuring the successful collection and archiving of critical data used to meet 
regulatory requirements.

II. REPORTING RELATIONSHIPS
 Reports to:  Instrumentation and Controls Manager
 
 Direct Reports: SCADA Administrator & I&C Specialist

III. KEY COMPETENCIES
Technical Knowledge – Anticipates and adopts innovations in relevant digital and technology 
applications.

• Anticipates the impact of emerging technologies and makes recommendations.
• Readily learns and adopts new technologies that can improve data collection, data 

archiving, and how data is served up to the end user.
• Understands  
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Plans and Aligns – Plans and prioritizes work to align with project/customer needs and SPR 
regulatory requirements.

• Sets objectives to align with broader organizational goals.
• Breaks down objectives into appropriate initiatives and actions.
• Stages activities with relevant milestones and schedules.
• Anticipates and adjusts effective contingency plans.
• Plans projects to align with relevant budget and cashflow schedules.

Builds Networks – Effective at building formal and informal relationship networks inside and 
outside SPR by maintaining relationships across a variety of functions and locations.  Draws 
upon multiple relationships to exchange ideas, resources, and expertise to produce results for 
all stakeholders.

Drives Results – Develops and delivers communications that convey a clear understanding to 
different audiences and has a strong results-oriented approach.

IV. DUTIES AND RESPONSIBILITIES 
The listed examples of work are not all-inclusive. There may be additions, deletions, or changes 
as necessary.

Essential Duties & Responsibilities
• Drafts and implements the SCADA master plan concerning the integrated SCADA 

network infrastructure, data collection and archiving, and analytical instrumentation 
system. The plan accomplishes the following:

o Establishes a clear direction and goals for the SCADA system.
o Establishes a clear and effective disaster recovery plan for the SCADA/HMI 

system and reestablishing data collection and recovering/repairing Pi data. 
o Defines recommendations and cost estimates regarding upgrades.
o Identifies standards and goals for all design, industrial network infrastructure, 

security, data collection and archiving, and reliability facets of the SCADA system.
o Provides a risk/benefit review of all proposed and newly available system 
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components for applicability and compatibility with existing systems and 
standards.

• Manages and maintains the SCADA industrial Ethernet network infrastructure and 
associated hardware and software and the installed base of analytical instrumentation 
systems at SPR.

• Maintains and manages the full suite of OsiSoft Pi database software as well as the 
interface with associated applications, such as SQL/SQL Express. Ensures the accurate, 
timely, and reliable data collection and archiving into the storage environment.

• Develops, reviews, and implements improvements to disaster recovery plans.
• Works collaboratively with IT Network Engineers to identify resources required for 

installation and configuration of network and computing systems hardware and 
software; including: interfaces, modems, network switches, routers, firewalls and 
other associated communications equipment, to ensure reliability and security of 
SCADA communications. 

• Develops and oversees preventative maintenance strategies of data collection, 
archiving, user interface of data, and SCADA software upgrades.

• Works collaboratively with the I&C Manager to cross train and provide redundancy in 
their absence.

• Works collaboratively with the SCADA Systems Administrator to maintain the 
installed base of Electrical, Instrumentation & Controls components.

• Identifies, develops and manages SCADA related projects:
o Works collaboratively with other departments to establish project team, scopes, 

equipment needed to fulfill project requirements.
o Obtains budgetary and managerial approval following established City policies 

and procedures.
o Verifies compatibility requirements are considered prior to system upgrades.
o Drafts memos and works closely with engineering group to track budget and 

cashflow status throughout the year.
• Develops and manages contracts for specialized services not provided by internal 

staff.
• Other administrative duties include:  

o Manages inventory of SCADA software licenses and maintenance support 
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agreements.
o Acts as technical interface between all working groups of SPR in matters related 

to SCADA and data collection and archiving.
o Facilitates integration of Computerized Maintenance Management System 

(InforEAM), OsiSoft Pi database access, and weather systems into Human 
Machine Interface (HMI).

o Prepares budget recommendations for Process Control System including network 
hardware, software, instrumentation and testing/monitoring equipment.  

o Creates, maintains and publishes documentation for record drawings and 
control strategies.

V. PREPARATION AND TRAINING
Education: Bachelor’s Degree in electrical or I&C engineering or successful completion of an 

accredited electrical/I&C apprenticeship program required.  Advanced degree 
preferred.*

Work Experience:  Minimum four (5) years’ experience as a Senior-Level control systems 
administrator with expertise in multiple facets of control and monitoring of 
SCADA, instrumentation and control systems. 

  Advanced knowledge of the standard practices, principles, methods, and 
materials used in comprehensive SCADA systems preferred.

Preferred Experience:  
• Rockwell/Allen Bradley control system platforms
• OsiSoft Pi Historian data management suite
• Microsoft SQL programming and database management
• Endress + Hauser Instrumentation and associated configuration software
• Industrial motor control center installations
• Industrial Ethernet network infrastructure management
• Wastewater process control systems
• Smart networks such as Profibus DP/PA, DeviceNet, and Industrial Ethernet
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Required Driver’s License: Valid Colorado driver’s license and a clear or acceptable MVR 

*An equivalent combination of education, training and relevant job experience may be 
substituted. 

VI. WORKING CONDITIONS
Office Environment – Work is performed in a standard office environment, requiring sitting 
for extended periods of time, and occasional light lifting (up to 50 lbs.). Job requires visual and 
physical capabilities to work on computers and associated equipment for prolonged periods of 
time (4-6 hours daily). 

Field Work – Work may be performed on construction sites where there may be exposure to 
dust, noise, traffic, and moving construction equipment. Work may be performed at wastewater 
treatment facility where noise, irritants, dust, dirt bacteria, hazardous chemicals/air materials 
and fumes are present.

VII.  POSITION DESCRIPTION APPROVALS

EMPLOYEE:        DATE:   

SUPER./MANAGER:____________________________________DATE:____________

DEPT. DIRECTOR:       DATE:   

HUMAN RESOURCES:      DATE:   
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CITY OF ENGLEWOOD POSITION DESCRIPTION
I&C Manager 

POSITION TITLE: Instrumentation and 
Controls (I&C) Manager FLSA: Exempt

DEPARTMENT: SPWRP DIVISION: Engineering

DATE EFFECTIVE: January 2019 DATE REVIEWED: August 2019

EEO CATEGORY: WC CODE:

EMPLOYEE GROUP: GRADE/RANGE: M2
$96,982 – 145,473 

I. POSITION SUMMARY
The Instrumentation and Controls (I&C) Manager is a leadership role that requires an individual with 
a strong technical background as well as the ability to plan and align with business management 
objectives. Manages the activities in the planning, study, design, construction and maintenance of 
the instrumentation and process control programs. Manages professional and technical personnel, 
including responsibility for assigning, scheduling, and reviewing work of others.

II. REPORTING RELATIONSHIPS
 Reports to:  Deputy Director - Engineering
 
 Direct Reports: SCADA Administrator (2)
    Network Administrator

III. Key Competencies
Technical Savvy - Anticipates and adopts innovations in business-building digital and technology 
applications.

• Anticipates the impact of emerging technologies and makes adjustments.
• Scans the environment for new technical skills, knowledge, or capabilities that can 
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benefit business or personnel performance.
• Rejects low-impact technologies.
• Readily learns and adopts new technologies.

Plans and Aligns – Plans and prioritizes work to meet division commitments aligned with 
organizational goals:

• Sets objectives to align with broader organizational goals.
• Breaks down objectives into appropriate initiatives and actions.
• Stages activities with relevant milestones and schedules.
• Anticipates and adjusts effective contingency plans.

Builds Networks – Effective at building formal and informal relationship networks inside 
and outside the organization by maintaining relationships across a variety of functions and 
locations.  Draws upon multiple relationships to exchange ideas, resources, and know-how to 
produce results for all parties.

Drives Results – Develops and delivers multi-mode communications that convey a clear 
understanding or the unique needs of different audiences:

• Has a strong bottom-line orientation.
• Persists in accomplishing objectives despite obstacles and setbacks.
• Has a track record of exceeding goals successfully.
• Pushes self and helps others achieve results.

IV. DUTIES AND RESPONSIBILITIES 
The listed examples of work are not intended to be all-inclusive.  They may be modified with 
additions, deletions, or changes as necessary.

Essential Duties & Responsibilities
• Participates as a member of the department management team. Contributes to the 

development and implementation of departmental goals, objectives, policies, procedures, 
and service standards.  

• Manages the I&C program, including the supervisory control and data acquisition (SCADA) 
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system. 
• Ensures the reliability of the electrical, instrumentation and process control systems by 

implementing effective preventive, predictive and corrective maintenance programs and 
the use of a Computerized Maintenance Management System (CMMS) as a key tool in 
managing programs.

• Manages the process control data to ensure the integrity and reliability of SPWRP 
treatment operations.

• Prepares and implements the annual budget for the division. Approves equipment, 
material, and supply needs, and makes recommendations for contracts, expenditures and 
procurement.

• Directs programs to develop, design and implement modifications and improvements 
to existing and new plant equipment or facilities.  Recommends and evaluates new 
equipment as required.  Implements and coordinates projects as required.

• Develops specifications for outside services and contracts; administers and monitors 
contract performance.

• Ensures compliance with safety, contractual, and regulatory requirements which govern 
the operation and maintenance of the plant.

• Plans, supervises, schedules, directs and evaluates work of instrumentation and controls 
personnel. Makes determination for staffing needs and provides for training, coaching 
and professional development.

• Coordinates work with other staff personnel of other departments.
• Assists in identifying capital improvement projects to address deficiencies in the 

electrical and I&C assets.
• Manages capital projects; directs the work performed by engineers, consultants and 

contractors.
• Recommends and assists with updates, changes, and establishment of blueprints, 

schematics, and equipment O&M manuals.
• Coordinates equipment power outages with outside contractors and other workgroups 

during work on new installations and modifications to existing facilities.
• Performs other duties as assigned.
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V. PREPARATION AND TRAINING
Education: Associate’s Degree in Electronics Technology or successful completion of an accredited 

electrical/electronic technician apprenticeship program. Advanced Degree desired.

Work Experience:  Minimum of four (4) years of experience in electrical, instrumentation, and 
controls maintenance of industrial, electrical, electronic, and pneumatic 
equipment. Ability to effectively organize, coordinate, and supervise the 
work of others. Good verbal and written communication skills including 
use of email and other electronic communication tools; good knowledge of 
process control systems.

  
  Electrician journeyman license and previous supervisory experience desired. 

Required Driver’s License: Valid Colorado driver’s license and a clear or acceptable MVR. 
An equivalent combination of education, training and relevant job experience may be substituted. 

VI. WORKING CONDITIONS
Work is performed in a standard office environment, requiring sitting for extended periods 
of time, and occasional lifting (up to 50 lbs.).  Job requires visual and physical capabilities to 
perform work on computers and associated equipment for prolonged periods of time (4-6 hours 
daily).

POSITION DESCRIPTION APPROVALS
EMPLOYEE:        DATE:   

SUPER./MANAGER:      DATE:   

DEPT. DIRECTOR:       DATE:   

HUMAN RESOURCES:      DATE:   
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Data Collection Survey on Use of Digital Tools by 
Water/Wastewater Treatment Operators

Date of Interview Click or tap to enter a date.  

I. Respondents’ Information

Name Respondent 1 Respondent 2

Name

Employer

Job/Role

Email

Phone

Name Respondent 3 Respondent 4

Name

Employer

Job/Role

Email

Phone

This form allows respondents to provide information on three categories of business tools used 
by water and wastewater treatment operators:

• Business digital tools;
• Operational digital tools that they use directly in the course of their work; and
• Operational digital tools that they use indirectly but do not manage or provide direct 
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input into (e.g., where they use input from reports produced by the system or assist in 
development of analyses to be performed using the tool). 

II. Business Tools Used by Water/Wastewater Treatment Operators

Needed for 
Journey-Level 

Work

Needed for 
Advanced Work

Not Applicable

Outlook/email systems ☐ ☐ ☐

Microsoft Word ☐ ☐ ☐
Microsoft Excel ☐ ☐ ☐

Microsoft PowerPoint ☐ ☐ ☐

Microsoft Visio ☐ ☐ ☐
Digital Document Filing & 
Retrieval ☐ ☐ ☐

III. Operational Digital Tools Used by Water/Wastewater Treatment  Operators 

Please identify the digital tools currently used by water treatment operators in your 
organization.  When a digital tool is used directly by a water treatment operator, please 
check yes.  If a digital tool is primarily used by a staff member in a different job category, 
but the water treatment operator needs to understand the tool in order to request or use 
output from it, please check Indirect. 

Operations Technology        

Yes No Don’t 
Know Indirect 

Supervisory Control and Data Acquisition (SCADA) and other 
process control and automation systems ☐ ☐ ☐ ☐

Comments:
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Yes No Don’t 
Know Indirect 

Historians with easy access for analysis of SCADA data ☐ ☐ ☐ ☐

Comments:

Hydraulic and hydrologic models (including real time or near 
real time) ☐ ☐ ☐ ☐

Comments:

Decision support tools (energy analyzers, water quality 
analyzers etc.) ☐ ☐ ☐ ☐

Comments:

Operations Data Management Systems (data quality and 
storage and reporting tools like Hach WIMS, E-Ops etc.) ☐ ☐ ☐ ☐
Comments:

Laboratory Information Management Systems (LIMS) ☐ ☐ ☐ ☐
Comments:

Assets/Maintenance Technology

Yes No Don’t 
Know Indirect

Computerized Maintenance Management Systems    ☐ ☐ ☐ ☐
Comments:

Asset management and financial forecasting tools ☐ ☐ ☐ ☐

Comments:

Predictive maintenance technologies ☐ ☐ ☐ ☐
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Yes No Don’t 
Know Indirect

Comments:

Condition assessment technologies (leak detection, drone 

surveys, CCTV etc.)
☐ ☐ ☐ ☐

Comments:

Condition assessment technologies (leak detection, drone 

surveys, CCTV etc.)
☐ ☐ ☐ ☐

Comments:

Geographic Information Systems ☐ ☐ ☐ ☐
Comments:

Other

Yes No Don’t 
Know Indirect

System integrations ☐ ☐ ☐ ☐

Comments:

Cloud – applications and data storage ☐ ☐ ☐ ☐

Comments:

AI/Machine Learning – ☐ ☐ ☐ ☐

Comments:

Other technology not specified above:
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III. Digital Tools Used by Water/Wastewater Treatment Operators 

Example 1:
1. Type of Tool (e.g., Operational—Supervisory Control and Data Acquisition) 

Click or tap here to enter text.

2. Purpose of Tool
Click or tap here to enter text.

3. Core skills (e.g., reading, math, or analytical skills) required for effective use of tool 
Click or tap here to enter text.

4. Forms of training provided to staff on use of the tool 
Click or tap here to enter text.

5. Staff training challenges, lessons learned, and innovative approaches 

a.  Challenges 
Click or tap here to enter text.

b.  Lessons Learned
Click or tap here to enter text.

c. Possible Innovative Approaches 
Click or tap here to enter text.

6. Training organizations (e.g., community colleges or unions) that provide training in use of 
the tool to support water treatment 
Click or tap here to enter text.

7. Suggestions for modifying or expanding the training currently available to prepare 
qualified candidates to use this tool to support water treatment 
Click or tap here to enter text.
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Example 2:
1. Type of Tool 

Click or tap here to enter text.

2. Purpose of Tool 
Click or tap here to enter text.

3. Core skills (e.g., reading, math, or analytical skills) required for effective use of tool 
Click or tap here to enter text.

4. Forms of training provided to staff on use of the tool 
Click or tap here to enter text.

5. Staff training challenges, lessons learned, and possible innovative approaches 

  a. Challenges   
 Click or tap here to enter text.

 
b. Lessons Learned 

Click or tap here to enter text.

 
c. Possible Innovative Approaches 

Click or tap here to enter text.

6. Training organizations (e.g., community colleges or unions) that provide training in use of 
the tool to support water treatment 

Click or tap here to enter text.

7. Suggestions for modifying or expanding the training currently available to prepare 
qualified candidates to use this tool to support water treatment 

Click or tap here to enter text.
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IV.   Please identify digital tools that are not currently used by water treatment operators in 
your organization that you think should be used, or which you expect to be used in the future.  
Please discuss how the tools would be used, core skills that would be needed in order to use 
them, training challenges that you would anticipate, and the availability of training on those 
tools at training providers (e.g., community colleges and unions) .
Click or tap here to enter text.
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Data Collection Survey on 

Use of Digital Tools by Instrumentation and Control Staff

Date of Interview Click or tap to enter a date.

I. Respondents’ Information 

 
Name Respondent 1 Respondent 2

Name

Employer

Job/Role

Email

Phone

Name Respondent 3 Respondent 4

Name

Employer

Job/Role

Email

Phone

II. Business Systems

Please indicate which of the following general business systems an I & C Tech must master in 
order to perform their work, either at the journey level or and advanced level.  Choose “Not Ap-
plicable” if the tool is not needed at all for I & C work.
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Needed for Jour-
ney-Level Work

Needed for Ad-
vanced Work

Not Applicable

Outlook/email systems ☐ ☐ ☐

Microsoft Word ☐ ☐ ☐
Microsoft Excel ☐ ☐ ☐

Microsoft PowerPoint ☐ ☐ ☐

Microsoft Visio ☐ ☐ ☐
Digital Document Filing & Retrieval ☐ ☐ ☐

III. Type of Digital Tools Used or Supported by I & C Technicians
                        
The purpose of this portion of the survey is to identify the following:

• Software tools that are used by I and C specialists in the course of their own work (e.g., 
asset management systems)

• Software tools that are supported by I and C specialists through their installation, main-
tenance, and programming of monitoring/ sensing/ communications/control devices 
associated with these systems (e.g., SCADA systems) 

• Digital tools that are used indirectly by I and C specialists

A. Operations Technology 

Yes No

Install, Maintain, and/or Program 
Monitoring/ Sensing/Communica-

tion/ Control Equipment associated 
with the digital tool  

Use indirectly 

System Control and Data 
Acquisition (SCADA) and other 
process control and automa-
tion systems

☐ ☐ ☐ ☐

Comments: 

Historians with easy access 
for analysis of SCADA data ☐ ☐ ☐ ☐
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Yes No

Install, Maintain, and/or Program 
Monitoring/ Sensing/Communica-

tion/ Control Equipment associated 
with the digital tool  

Use indirectly 

Comments:

Hydraulic and hydrologic 
models ☐ ☐ ☐ ☐

Comments:

Decision support tools (energy 
analyzers, water quality ana-
lyzers etc.)

☐ ☐ ☐ ☐

Comments:

Operations Data Management 
Systems (data quality and 
storage and reporting tools 
like Hach WIMS, E-Ops etc.)

☐ ☐ ☐ ☐

Comments:

Laboratory Information Man-
agement Systems (LIMS) ☐ ☐ ☐ ☐
Comments:

B. Assets/Maintenance Technology

Yes No

Install, Maintain, and/or Program 
Monitoring/ Sensing/Communica-

tion/ Control Equipment associated 
with the digital tool  

Use indirectly

Computerized Maintenance 
Management Systems    ☐ ☐ ☐ ☐

Comments:

Asset management and 
financial forecasting tools ☐ ☐                     ☐ ☐

Comments:
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Yes No

Install, Maintain, and/or Program 
Monitoring/ Sensing/Communica-

tion/ Control Equipment associated 
with the digital tool  

Use indirectly

Geographic Information Sys-
tems ☐ ☐ ☐ ☐

Comments:

Predictive maintenance tools ☐ ☐ ☐ ☐

Comments:

Condition assessment tech-
nologies (leak detection, drone 
surveys, CCTV etc.)

☐ ☐ ☐ ☐

Comments:

C. Other Technical Tools

Yes No

Install, Maintain, and/or Program 
Monitoring/ Sensing/Communica-

tion/ Control Equipment associated 
with the digital tool  

 

Use Indirectly 

System integrations ☐ ☐ ☐ ☐

Comments:

Cloud – applications and data 
storage ☐ ☐ ☐ ☐

Comments:

AI/Machine Learning ☐ ☐ ☐ ☐

Comments:

Describe other technology not specified above 

89

ATTACHMENT VII



IV. Digital Infrastructure Supported and Maintained

Please indicate which elements of the digital infrastructure are supported and/or maintained by 
I & C Techs.

Yes No

Sensors/Analyzers ☐ ☐
Transmitters ☐ ☐
Process Controllers and Programmable Logic Controllers ☐ ☐
Electronic Components (Power supplies, PC Boards, Isola-
tors, etc.) ☐ ☐

Panels (Build RTU panels or other instrument panels) ☐ ☐
Computers (Using computers to program instruments or 
RTUs, or make database changes) ☐ ☐

Data Communication (Telemetry) ☐ ☐

V. Digital Technical Tools Used to Support I & C Work 

Example 1:
1. Type of Tool  

Click or tap here to enter text.

2. Purpose of Tool 
Click or tap here to enter text..

3. Core skills (e.g., reading, math, or analytical skills) required for  
(1) use of the tool or (2) effective installation, maintenance, and programming of devices 
associated with the tool.     Click or tap here to enter text.

4. Forms of training provided to staff on use of the tool and/or installation, maintenance, 
and programming of sensing/ communication/control equipment associated with the tool 
Click or tap here to enter text.

5. Staff training challenges, lessons learned, and possible innovations 

a. Challenges
Click or tap here to enter text.
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b. Lessons Learned 
Click or tap here to enter text.

c.   Possible Innovations 
Click or tap here to enter text.

6. Training organizations (e.g., community colleges or unions) that provide training in use 
of the tool or installation, maintenance, or programming of the sensing/communication/ 
control equipment associated with it  
Click or tap here to enter text.

7. Suggestions for modifying or expanding the training currently available in the Bay Area 
to prepare qualified candidates to use this tool or install, maintain, and program sensing/
communication/ control equipment associated with it 
Click or tap here to enter text.

Example 2:
1. Type of Tool  

Click or tap here to enter text.

2. Purpose of Tool 
Click or tap here to enter text.

3. Core skills (e.g., reading, math, or analytical skills) required for  
(1) use of the tool or (2) effective installation, maintenance, and programming of devices 
associated with the tool

Click or tap here to enter text.

4. Forms of training provided to staff on use of the tool and/or installation, maintenance, 
and programming of sensing/ communication/control equipment associated with the tool 

5. Staff training challenges, lessons learned, and possible innovations 

a. Challenges
Click or tap here to enter text.

b. Lessons Learned 
Click or tap here to enter text.

c. Possible Innovations 
Click or tap here to enter text.
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6. Training organizations (e.g., community colleges or unions) that provide training in use 
of the tool or installation, maintenance, or programming of the sensing/communication/ 
control equipment associated with it
Click or tap here to enter text.

7. Suggestions for modifying or expanding the training currently available to prepare quali-
fied candidates to use this tool or install, maintain, and program sensing/communication/ 
control equipment associated with it 
Click or tap here to enter text.
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Training Program Survey

Community College Water/Wastewater Treatment Programs

Date of Interview:

I. Respondents’ Information

Name Respondent 1 Respondent 2

Name

Employer

Job/Role

Email

Phone

Name Respondent 3 Respondent 4

Name

Employer

Job/Role

Email

Phone

II. Training Provided on Digital Tools
If offered, please provide the name of the course (if part of curriculum) or program in 
which the training is provided (e.g., internship or apprenticeship) 
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A. Basic Business Tools

Tool Training in Water 
Program

Training in other 
college programs

Union Training 
Program

Other

Email

Comments

Microsoft Word

Comments

Excel

Comments

PowerPoint

Comments

B. Primary Operational Digital Tools

Tool Training in Water 
Program

Hands-on or descrip-
tive?

Training in other col-
lege Program

SCADA

Comments:

Asset Management

Comments

GIS

Comments
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C. Other Operational Digital Tools

Tool Training in Water 
Program

Hands-on or descrip-
tive?

Training in other col-
lege Program

Data Historians to 
support analysis of 
SCADA data

Comments:

Hydraulic and 
hydrological Models

Comments

Laboratory Information 
Systems

Comments

Electronic Log Books

Comments

Decision Support Tools

Comments

Operations Data Man-
agement, Storage & 
Report Systems (e.g. 
HACH WIMS, E-Ops, 
etc.)

Comments

Asset management 
and financial 
forecasting tools

Comments

Asset management 
and financial 
forecasting tools
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Tool Training in Water 
Program

Hands-on or descrip-
tive?

Training in other col-
lege Program

Comments

Predictive Maintenance 
Technologies

Comments

Condition Assessment 
Technologies (e.g., 
leak detection, drones, 
CCTV, etc.)

Comments

Systems Integration 
Tools (e.g., GIS systems 
that are automatically 
updated by work order 
data)

Comments

Artificial Intelligence 
Tools

Comments

III. Support provided to help students achieve core skills

At what grade-level should students be reading in order to enter your program?

What services are available at your college for students who do not have this level of 
competency?

What level of math skills should students have in order to enter your program?

What services are available at your college for students who do not have this level of 
competency?
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What level of Biology should students have completed successfully in order to enter your 
program?

What services are available at your college for students who do not have this level of 
competency?

What level of Chemistry should students have completed successfully in order to enter your 
program?

What services are available at your college for students who do not have this level of 
competency?

What level of Physics should students have completed successfully in order to enter your 
program?

What services are available at your college for students who do not have this level of 
competency?
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Training Program Survey 

Community College Instrumentation & Controls Programs

Date of Interview:

I. Respondents’ Information

Name Respondent 1 Respondent 2

Name

Employer

Job/Role

Email

Phone

Name Respondent 3 Respondent 4

Name

Employer

Job/Role

Email

Phone

II. Training Provided on Digital Tools
If offered, please provide the name of the course (if part of curriculum) or program in 
which the training is provided (e.g., internship or apprenticeship) 
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A. Basic Business Tools

Tool Training in Water 
Program

Training in other 
college programs

Union Training 
Program

Other

Email

Comments

Microsoft Word

Comments

Excel

Comments

PowerPoint

Comments

B. Operational Digital Tools

Tool Training in Water 
Program

Hands-on or 
descriptive?

Training in other 
college Program

SCADA

Comments:

Historians with easy 
access for analysis of 
SCADA data 

Comments

Hydraulic and 
hydrologic models 

Comments
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Tool Training in Water 
Program

Hands-on or 
descriptive?

Training in other 
college Program

Decision support tools 
(energy analyzers, 
water quality analyzers 
etc.)

Comments:

Operations Data 
Management Systems 
(data quality and 
storage and reporting 
tools like Hach WIMS, 
E-Ops etc.)

Comments:

Laboratory Information 
Management Systems 
(LIMS)

Comments:

C. Assets/Maintenance Technology

Tool Training in Water 
Program

Hands-on or descrip-
tive?

Training in other col-
lege Program

Computerized 
Maintenance 
Management Systems    

Comments:

Asset management 
and financial 
forecasting tools 

Comments

Geographic Information 
Systems 

Comments

Predictive maintenance 
tools 
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Tool Training in Water 
Program

Hands-on or descrip-
tive?

Training in other col-
lege Program

Comments

Condition assessment 
technologies (leak 
detection, drone 
surveys, CCTV etc.)

Comments

D. Other Operational Digital Tools

Tool Training in Water 
Program

Hands-on or 
descriptive?

Training in other 
college Program

System integrations

Comments:

Cloud – applications 
and data storage

Comments

AI/machine learning

Comments

E. Digital Infrastructure Supported and Maintained

Tool Training in Water 
Program

Hands-on or 
descriptive?

Training in other 
college Program

Sensors/Analyzers

Comments:

Transmitters

Comments

Process Controllers and 
Programmable Logic 
Controllers

101

ATTACHMENT IX



Tool Training in Water 
Program

Hands-on or 
descriptive?

Training in other 
college Program

Comments

Electronic Components 
(Power supplies, PC 
Boards, Isolators, etc.)

Comments

Panels (Build RTU 
panels or other 
instrument panels)

Comments

Computers (Using 
computers to program 
instruments or RTUs, 
or make database 
changes)

Comments:

Data Communication 
(Telemetry)

Comments:

III. Support provided to help students achieve core skills

At what grade-level should students be reading in order to enter your program?

What services are available at your college for students who do not have this level of 
competency?

What level of math skills should students have in order to enter your program?

What services are available at your college for students who do not have this level of 
competency?
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What level of Physics should students have completed successfully in order to enter your 
program?

What services are available at your college for students who do not have this level of 
competency?

What level of Chemistry should students have completed successfully in order to enter your 
program?

What services are available at your college for students who do not have this level of 
competency?
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